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1. Introduction

This document describes the PNEV7462B (PN7462 evaluation board), which provides an
easy evaluation of the features and functions of the PN7462.

It provides the first steps to operate the board, using the NFC Cockpit (PN7462 GUI
Version 3.6.0) or software examples.

The default antenna is a 65mm x 65mm antenna with some metal layer inside the
antenna area. This antenna is not an optimum antenna as such, but intends to
demonstrate the performance and register settings of the PN7462 under typical design
constraints like LCD or some metal (e.g. PCB) inside the antenna area.

1.1 PNEV7462B concept

The basic concept of the PNEV7462B is to enable the user to perform a quick
evaluation of the PN7462, and also connect his own antenna to the PNEV7462 board. In
addition, dedicated boards which allow to solder custom matching components are
available. The NFC Cockpit can be used to optimize the PN7462 antenna tuning, to
perform the DPC calibration and the related TX and Rx optimization without touching any
source code.

All the relevant PN7462 registers can be modified and fine-tuned using the NFC Cockpit.
After successful register optimization the found settings can be stored in the PN7462
EEPROM as well as user_ee.bin. The user_ee.bin is the binary file that contains all
eeprom values and can be loaded using mass storage mode.

The NFC Cockpit also allows a dump of the complete user EEPROM content into an
XML file. This file then can be loaded again into the EEPROM or the user_ee.bin can be
generated. That allows to manage and exchange different user or antenna
configurations. In addition, the register settings found to work well using the NFC
Cockpit, can be used during user code development as well.
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2. Hardware overview of the PN7462AU Customer Demo Board

2.1

211

UM10883

The PN7462 is supplied with a voltage, which can be chosen between: internal and
external supply. For the internal supply either 5V or 3.3V can be used. The external
power supply can be an AC or DC supply (polarity does not matter) with at least 7.5V,
since the board provide a rectifier and LDO to supply the circuit with 5V and 3.3V. In
addition the board can be supplied via USB, which reduces the performance due to USB
power restrictions.

PN7462AU Customer Demo Board

PN7462 Customer demo board (PNEV7462B) is development board for evaluating
software and hardware features of the PN7462AU. It features easy application
development with full NFC Forum compliant and contact software libraries.

The Fig 1 shows the PN7462AU Customer Demo board (PNEV7462B)

Fig1. PN7462AU Customer demo board

The board consists of four main blocks:
e PN7462AU (marked in red)
o LPCXpresso interface (marked in blue)
o TDA8026 (marked in yellow)
¢ Antenna coil and related matching circuit (marked in green and orange)

Power supply

The default setting of the power supply is external power supply. For the maximum
performance and a better test capability the external power supply should be connected.
The AC or DC power input can cover any power supply providing an AC or DC voltage
between 7.5 and 12V (PNEV7462B V2.2). For the development purposes the USB power
supply can be used by setting jumper J41.
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Note:
PN7462B v2.1: power supply 7.5V max.
PN7462B v2.2: power supply 12V max.
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(1) USB supply, external supply & and LPC supply
Fig2. PNEV7462B supply

As soon as the board is supplied with power, the red LED6, LED5 and LED VBUS must
be on. For more details on the supply options and settings see chapter 3.

2.1.2 PN7462AU block

PN7462AU is 32-bit ARM Cortex-M0-based NFC microcontroller offering a one chip
solution to build contact and contactless applications.

The block features PN7462AU power supply settings, peripheral’s interface headers and
the host interface selection jumpers. PN7462UA chip board supply options are 3.3V or
5V and the selection is done through jumper settings as described in 3.1. One out of four
host interface options can be configured as described in 3.2.

e Debug option
o Serial Wire Debug (SWD) interface
e  Peripherals
0 Host interface:
= USB 2.0 full speed with USB 3.0 hub connection capability

=  HSUART for serial communication, supporting standards speeds from
9600 baud to 115200 baud, and faster speed up to 1.288 Mbit/s

=  SPI with half duplex and full duplex capability with speeds up to 7 Mbit/s

=  |2C supporting standard mode, fast mode and high-speed mode with
multiple address support

o] Master interface:
= SPI with half duplex capability from 1 Mbit/s to 6.78 Mbit/s

=  |2C supporting standard mode, fast mode, fast mode plus and clock

stretching
uUM10883 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.
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Fig3. PN7462AU Customer board schematic (PN7462 part)
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2.1.3 LPCXpresso block

This block of the PNEV7462B evaluation board () provides optional interface for the
additional LPCXpresso board trough the standard LPCXpresso/mbed expansion
connector (2x27 pin). Onboard communication between the LPCXpresso MCU board
and PN7462AU in this configuration is possible through the 12C or SPI interface.

Block features LPCxpresso board USB interface and the LPC board reset circuit.
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This block provides a SAM slot connected to the TDA8026 (Fig 5) and the smartcard slot
(bottom side) connected to the PN7462 contact pins (Fig 4).
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Fig4. PNEV7462B contact slot schematic
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The TDAB8026 is connected to the i2C master and AUX pins of the PN7462. So the
TDA8026 can be configured using the PN7462.
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(1) 2 optional SAM slots can be assembled

Fig5. PNEV7462B TDA8026 part schematics
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2.1.5 Antenna matching and EMC filter

The PNEV7462B provides a 65x65mm antenna with “symmetrical” tuning (see Fig 6).

Trel Smith Ref1U CalSmo 1
811 1
05 ' _\\2
5
'\
0 102 05 1 2 5245 Y
.' /
05 ~ 2
-1
Ch1 Center 25 MHz Pwr -10 dBm Span 30 MHz
Fig 6. PNEV7462 Smith chart default antenna matching 65x65

The antenna connection uses the standard tuning circuit. The EMC filter is designed with
a cut off frequency of femc = 14,8 MHz, and the antenna impedance is tuned to Z = 20Q.
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Fig 7. Matching circuit principle

ANTH
C26
Rxp 0 RXP
L
Kombi Foctprint RG3
0603LS-4TINKIBC L4 i
TX1 I ””"HI X1 TP30
|
0402 L5 _— — ®
ncidT0nH ==100p ==029 3 b b |
27p 1@ |2
GNDJ - — e |
3 . v
- o
0G03LS-4TINXJIEC L7 L3 | iz Sle |
; =100p==2T7p o P ]
“Tx2 47004 TX2 o
R6E
ncid7inH ne
Kombi Footprint
RXN _ n RXN
LI
Anrz R CH
RS
R116
k7
sy | 36
b #117
1 _AaNT1
[ ] = .
T AP =011 ;
: i T Blp RII8
E]
: = [
5 RXN P
$ Mtz =C43 aH2
s p
e/CONS_2FF_MALE
RI20
+
Blp | Cag
R121
4kT JI.NTEDIHA_Z‘URNSSSKS&&I_U?
RiZ

(1) The matching components might be adapted due to antenna layout changes.

Fig 8. Antenna and matching
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In Table 1 the assembled components for the “symmetric” matching are listed.

Table 1. Assembled matching components

General Component Value comment
component PNEV7462B
LO L4/ L7 470nH PNEV7462B V2.1->

0603LS-471NXJBC
PNEV7462B V2.2->

36502AR47JTDG

Co C28/ C31 100pF CO splitin 3

C29/ C32 27pF parallel capacitors

C38/ C44 120pF
C1 C35/ C49 33pF C1 splitin 2

C37/ C47 1pF parallel capacitors
C21 C40/ C46 120pF
C22 C41/ C43 68pF
Rs R117/ R119 2,20 Rs split in 2

R118/ R120 220 parallel resistors

2.2 Customer demo board available versions

Following Versions of the PNEV7462B are available

= PNEV7462B V2.1
= PNEV7462B V2.2
2.21 PNEV7462B V2.1

The V2.1 of the customer evaluation board is the initial version of the board that comes
with the launch of the PN7462 chip.
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Fig 9.
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PNEV746B V2.1
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2.2.2 PNEV7462B V2.2

The V2.2 of the customer evaluation board is the replacement and latest version of the
customer evaluation board incl. FCC certification. Functionality of the V2.2 is the same
as of V2.1.

Fig 10. PNEV7462B V2.2

2.2.2.1 Design changes V2.1 to V2.2:
e External supply from 7.5V to12V

o Different routing (PNEV7462B V2.1 stays the board reference design which can be
obtained from the NXP DocStore). Layout recommendations for NFC readers can be
found in AN11090.

e Changed EMC filter components
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3. Configuration of the PN7462AU Customer board

3.1 Board power settings

The PN7462AU customer board offers different possibilities of supplying the board and
also the PN7462AU.

For the board supply there are three options, to use an external supply, LPC USB supply
and PN7462AU USB supply that means the whole board can be supplied by one of these
connectors.

Jumper JP41setting (Fig 2) needs to be done to prepare the board for one of the three
supplies. (The recommended supply is the external power supply!)

INSN AL Nl 7>

[ JE
1OJOTO[Ok

2l

(1) PNEV7462B V2.1
(2) PNEV7462B V2.2

Fig 11. Board Power settings

3.1.1 PN7462AU supply options
The boards offers several ways of supplying the PN7462AU

The default setting of the PN7462AU supply is set to use the internal supply for PVDD as
well as TVDD. That means default setting is PVDD_IN connected to PVDD_OUT.
TVDD_IN connected to TVDD_OUT.

The supply of the main chip supply (VBUS) can be setto 5V 3.3 V or USB supply
The corresponding setting is described in Fig 12
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(1) PNEV7462B V2.1
(2) PNEV7462B V2.2

Fig 12. VBUS supply jumper setting

3.1.2 Power supply status LED
If all jumpers are set correctly Following LED's should light green,

3V3, 5V and VBUS. In Fig 13 the location of the three different LED’s are shown.

(S
'\JJJJJ-JJ-JJ.)J-JU‘JJJ

o Rt

For evaluation only
not FCC approved for resale.

TDA SAM
extension

L NEE e E CRCN

Fig 13. Supply indicator

3.1.3 Supply options for PVDD, VUP_TX and TVDD

The PN7462AU allows different options of supplying PVDDIN, PVYDDMIN as well as for
TVDDIN and VUP_TX.

The default setting on the customer Boards is marked in Fig 14. Jumper JP42 needs to
be open, to have PVDD_OUT activated by PN7462AU.
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(1) PNEV7462B V2.1 (red marked are the default settings)
(2) PNEV7462B V2.2 (red marked are the default settings)

Fig 14. Default supply connection of the PN7462AU using all blocks

Added to the default settings the customer board offers following possible settings. To
change one of the following supply inputs, the relevant (marked in Fig 14) needs to be
set to the corresponding position. (default settings are marked in green):

Table 2.  Supply options

Supply options

VUP_TX 3Vv3
5V
EXT

Tvoo_IN mooour
3Vv3
VBUS
EXT

PVDD_IN 3Vv3

PVDDM_IN 3Vv3

Note:

If PVDD is externally supplied the Jumper 42 (PVDD_OUT) needs to be set. By setting
this Jumper the PVDD_OUT is shorted to GND and the PN7462AU turns off the PVDD
LDO.
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3.2 Host interface configuration
The PN7462AU supports interfacing one out of the four different host interfaces: USB 2.0
full speed with USB 3.0 hub connection capability, HSUART for serial communication,
supporting standards speeds from 9600 baud to 115200 baud, and faster speed up to
1.288 Mbit/s, SPI with half duplex and full duplex capability with speeds up to 7 Mbit/s
and 12C supporting standard mode, fast mode and high-speed mode with multiple
address support

Interface selection is performed by appropriate jumper settings as follows.
3.2.1.1 USB Host Interface configuration

The yellow marked jumpers on the following picture shows how the board need to be set
for using the USB host interface of the chip. The USB micro connector, which can be
used in this selection, is on the lower right corner of the board.

Fig 15. Host Interface selection — USB mode

3.2.1.2 12C Host Interface configuration

The yellow marked jumpers (Fig 16) needs to be set for using the 12C host interface of
the chip. This will connect the I1?C SCL of the PN7462AU to the 1/0 PO (28) and also the
SDA of the PN7642AU to the 1/0 P0(27) of the LPCXpresso board.
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Fig 16. Host Interface selection - 12C mode

3.2.1.3 SPI Host Interface configuration

The yellow marked jumpers (Fig 17) need to be set for using the SPI host interface of the
chip. This will connect the SPI_MOSI of the PN7462AU to the 1/0 P0(18), SPI_MISO to

the I/O P0(17),SCK to the 1/0 PO(15), and also the NSS of the PN7642AU to the I/O
P0(16) of the LPCXpresso board.

Fig 17. Host Interface selection - SPI

3.2.1.4 HSUART Interface configuration

The yellow marked jumpers (Fig 18) need to be set for using the HSUART host interface
of the chip. This will connect the UART_TX of the PN7462AU to the I/O P0O(0), MISO to

the I/O PO(17), SCK to the I/O PO(15), and also the UART_RX of the PN7642AU to the
I/0 PO(1) of the LPCXpresso board.
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Fig 18. Host Interface selection - HSU

3.2.2 Debug interface

The PN7462 Customer Board is equipped with the JTAG/SWD interface. The
JTAG/SWD connector is on the bottom left side of the board. LPC-Link2 standalone
debug probe can be used to connect and to flash or debug application on the PN7462AU
as illustrated on the Fig 10.

LPC-LINK2

Fig 19. JTAG/SWD debug probe connector

4. NFC Cockpit getting started

UM10883

This chapter provides the first steps to operate the board, using the NFC Cockpit
(PN7462 GUI Version 3.6.0).

The PNEV7462 evaluation board is delivered with a graphical user interface application
(GUI), the NFC Cockpit. The PN7462 NFC Cockpit can be used to explore the
functionality of the PN7462 and perform RF and antenna design related tests. It allows a
direct register access as well as EEPROM read and write access, and it allows to test
and calibrate the DPC. The NFC Cockpit therefore can be used to configure & test the
PN7462.
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The default antenna is a 65mm x 65mm antenna with some metal layer inside the
antenna area. This antenna is not an optimum antenna as such, but intends to
demonstrate the performance and register settings of the PN7462 under typical design
constraints like LCD or some metal (e.g. PCB) inside the antenna area.

Board preparation

To use NFC Cockpit the PNEV7462B board must be prepared for USB connection. The
description on how to set up the board can be found in chapter 3 of this document. As a
quick reference, following Jumpers should be set.

Recommended jumper settings:

Supply => PN (for full power use external supply)
VBUS => 5V

USB VBUS => set

USB D+ =>set

USBD- =>set

The jumper settings are shown in chapter 3. If full RF power is needed the supply jumper
must be set to external supply.

Firmware and driver

NFC Cockpit requires a dedicated firmware running on the PN7462. This firmware is
implementing CDC USB class translator driver (VCOM driver). The update of the
firmware can be done by entering into the mass storage mode (see chapter 6.9).
Firmware binary is available in the NFC Cockpit installation folder:
“C:\nxp\NxpNfcCockpit_v3.7.0.0\firmware\PN7462AU".

In cases when the FW is overwritten, e.g. running any example form the PSP package, it
must be updated again.

All drivers needed for NFC Cockpit are part of the installation package and are
automatically installed.

NFC Cockpit installation

The NFC cockpit can be downloaded from the NFC Cockpit product web page [4]. After
successful download, follow the installation wizard and finish the installation. The default
installation directory is C:\nxp\NxpNfcCockpit v3.6.0.0.

NFC Cockpit getting started

After starting the NFC Cockpit, the communication link between the PC and the
PNEV7462B (via USB interface) is enabled automatically.
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The Fig 20 shows the activation of a MIFARE DESFire card, using the <Load Protocol> +
<Field On> + <Activate Layer3>, followed by <Activate Layer4>. The PN7462 NFC
Cockpit shows the card responses like ATQA, SAK, and ATS.

Afterwards the ISO/IEC 14443-4 protocol can be used to exchange data. The Fig 20
shows the MIFARE DESFire command “Get Application ID” (0x6A), which returns the
AlDs.

Note: Make sure that either the CRC is enabled or added manually in the data field.

Regibors/EEProm acees Cyperatian Type Caedis mu|m|qw|.~1m|rms.w
Rand EEPROM 3. REQ + Typed [ Typed | Type# | BOISEE
Register sadress rite @ Frgater Anticollision + Solegt | | #ewcoimer 1:Load Protocol
Layer 14443-3 L
B setection: o‘o‘o‘o‘-’JJJJo‘do‘o‘i(!o‘o‘o‘o‘dft‘f.‘o‘o‘dﬂ__ T
OOOOOOOOOOOOOOODOOO00OOOOOOOO0000 oL A i ] o
& Tingle REQA Encliess BEQS
Wi O : VIEE g 32 32 82 08 18 90
ke Optratian
Layer Laddi-4 nter-REQ
ARy yer Ladii-4a nker REQ

Single bit Seleet n boud rate | 108KEQs =

| 5: MIFARE DESFire
itvate Layerd Deseiect Card +
2:Field on ) e Get ApplicationlDs
EEPROM Single Byte Access z - : i L "
Address [000000000] [Read EEEROM S e }‘{1;{ Layer 144434 Data Exchange with Flti(’é"

oo [000 Wite EEPROM] | | [Bump EEFrom! Ri Fieki Off | Fied Reser. D b b i 68
Log Maniter ) THCRE Erabie ! RXCRE Enable
[2017.00.10 17:08:46} NFQ‘SQM('KW‘(GEM(MIN; Services for VCOM_PNT4E2AU 80COM1S . 1
20170010 ! from EE 240 Zbytes. Vabue= 10 00 Caedresponse:  OOTOE0FA 32FOOCCL 4402230F 67 5. Response
[017.0010 1 Y from £ a0 01242 Value =000
(20170010 1 from EE Aolication Laver
[2017.0110 17:08:46} mmmo"ﬁm PNT462AUConnected to PNTA62AL | ﬂJ.ﬂ‘.O) RCS_20160208 - = = 1 -
[017.00.10 toem BF 340 Hrytes Vabue=18 00 EauHC Aol M Dechis
[2012.00.10 1 ' e EE Shyytes. Vabue=AC 20 00 00 b
[2017.5010 OMService oo EE MIC dbytes. Value =08 06 0000 Aoccationd.on e
(20170110 from EE F20 Abytes. Vadue= 28 00 00 00 r
[2017.00.10 17-08:50HNF:RIFiekd omrolServiceRF On
[2017.00.10 17:08 PHI462Load p A8

[2017.0000 17085 IEINFOTypeACardViewhtodekRM_A_L0% Protacol loaded successully.
[017.00 00 BT-08: SAEINFO-RIFseidC ontrolierviceRF Revet

|| voou prTaszau @ -THL Jemiarpdi, 2007 COMPANY CONFIDENTIAL Help. + INFO; RF Reset

= =

(1) Ox6a = Get Application ID command of MIFARE DESFire EV1

Fig 20. PN7460 NFC Cockpit: Activation of a MIFARE DESFire EV1 card + Get
Application ID

Similar functionality does exist for ISO/IEC 14443 A and B, for NFC type F and for
ISO/IEC 15693 communication.

Be aware that a LOAD _RF_CONFIG command must be executed manually before the

corresponding protocol settings are loaded from the EEPROM into the registers. This can
be used to perform

uUM10883 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.

User manual Rev. 1.2 — 16 February 2017 20 of 93
COMPANY PUBLIC 319812




NXP Semiconductors

UM10883

Quick Start Guide

(1) <Load Protocol> (e.g. type A 106)

(2) <Field On>

(3) <Single REQA> (using the EEPROM settings)

(4) Select a TX register, e.g. RF_CONTROL_TX, enable TX_SET_BYPASS_SC_SHAPING
(5) Change some register bits, and write back into RAM

(6) <Single REQA> shows the register changes (probing the field and checking the envelop)

This allows an easy and quick optimization of Tx and Rx parameters before changing the
EEPROM.

(7) <Load Protocol> (e.g. type A 106)
(8) <Single REQA> (using again the EEPROM settings)

4.5 PN7462 Register access
The PN7462 NFC Cockpit allows the reading and writing of all the PN7462 registers (see
Fig 21).
Selecting a register reads and shows the hexadecimal content as well as the
corresponding bit values. The input allows to change each bit separately as well as
writing hexadecimal values. Writing back the value changes the PN7462 register.
A help function automatically shows a short description of the register parts itself, if the
mouse is moved over the names.
Note: Some register content cannot be changed manually (“read only”) and some
content might be overwritten by the PN7462 firmware.
N —— Thype Corts | LPCD [ DRC | R Powes [ AWC | Test Sigral
Faad Tyee A [ Typed | Type F | 5015683
e Winte Presocal Laver
Layer 14443-3a Load Protoco! ISTL443-A
VENTVINVFINETR NNV ATV
3 - ran ol ’_ < J S I S - s i e Actriate Layerd Hal 108 kBdis =) | Lead Prosocs
NOOOO0000I000000000000000000||(| soxwe  (Grmms e oo
@ Single REQA Endless REGA
Register access (,RAM") L_"”j:jj' uoenn h.‘_':_‘o
EEPROM Protocol access S =
Actvase Lyt Deieient Card Time-out RFON: 1 ms
‘?" =" = - j ATS: 06TSTTEL 0280 Singhe REQA
e Load EEProm| || RF Field Contral \ e 3 :
Address [ 00000000 | | Read EEPROM. }"‘ Layer 144434 Data Exchange with PICC
Dsta |'c3-'.<- ] e GePROM] || (Gump EcProm) || [RiFwkiOn] (RtFeldon [t ek Reser A Duta 1o be sent: 64
oq | THCRC Enakle ) RACRC Enabie |
20174 Dl lﬂ 17:08:46] mmsemeimumu-.q Services for \‘EOI\-I PNTE6ZAU @VACOMLS i
[2007.00.10 1. 240 Thyter Viadus=18 00 Cardresponse: QOT0B0F4 J2FOOCCI SADZAIOF 87
[2017.01.10 l?miél Im(EPROMSewxe PN'M&MU Il»dhom(E addeess:0x201242. Value =000
[2017.01.10 17:08:46] 1 241, Value s w00 Apodeaton Liver
o130 1roamiED e A AR Command Geagetds 4 DesFre
[2017.01.10 1708461 INFOLEPROMService PHNT62AU W‘m([ mumxzmm Abytes. Values. qn:zooooo L Gevipplos
| (200700101 IC dbryten. Vah Applications on the card:
O e :zazﬁmrm;a:‘::u“‘"“*‘ izt e s i
[2007.001.10 1 1A106
[2007.00.10 170853 INFO:TypeAL. esshully.
[2017.01.10 1708 SELINFO-RfFleldControtService:RF Rnel
| 3 || vooM pHT4sAL Ciose Port Help INFO: RF Rest
(1) Register area is a RAM area, i.e. might be overwritten or changed automatically
Fig 21. PN7462 NFC cockpit register access
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All registers, which are used in the LOAD_RF_CONFIG command, can be read from the
EEPROM. The user must select the register and the protocol.

All registers, which are used in the LOAD_RF_CONFIG command, can be written into
the EEPROM. The user must select the register and the protocol.

This allows an easy EEPROM update of the relevant TX and Rx registers after

optimization in RAM.

PN7462 EEPROM access

The NFC Cockpit allows 4 options of EEPROM access (see Fig 22):

e Read EEPROM

Reads a single byte from EEPROM using byte address

e Write EEPROM

Writes a single byte into EEPROM using byte address

e Dump EEPROM

Stores the complete user area of the PN7462 EEPROM into a binary file. This
can be used to generate a backup of all settings or to transfer optimized settings

onto another board or into own software.
e Load EEPROM

Loads a binary file and stores it into the user area of the PN7462 EEPROM.

[2017.01.10 17-08-46HNFO-EEPROMSevvice PNTAEIAResd from EE address-0x201242. Vahue=0x00
(201701101 h froe EE

[2017.01.10 170846 INFOEEPROMService_PNTAS2AUConnected ta PNT462AU_03.0403 RES_01160208
[2017.01.10 170845} INFOEEPROMService PNTASZAL:Read from EE addren-0x01240 Zbytes. Vaboe=16 00

(201701101 . from EE Value=AC 20 00 00
[2017.01.10 1708AE1INFOEEPROM Service PNTA62ALRead from EE address0n20131C dbyter. Value=03 00 00 00
(20170010 1 : d i from EE address:0n201320 dbrytes. Value= 28 00 00 00
[2017.01.10 1708 SOHNFO-RIFieldControtService:RF On

(201700001 T ice | 6 profocol RM_A_106

[2017.01.10 _A_106 Protocsl

(20170110 1708 SEHNFORFieldControtSenvice:AF Reset

| [veom puTasaa Cloge Port

Asplication Laver

Registers/EEFrom access Cperstion Type Carcs | LPCD | DPC | RF Power [ AW | Test Signal
= [ e i Type | Type | Type | 1015683
Rrgister sddrett Write, & Register PrniosiA Livar
Layer 14443-3 Load Frotocol 50144434
|| Bt selection: e R R A R R R N N R R A A RN
j e ARARRERAAARRESRC I IaagOEesresnema~a Actreyte Laywed tan, 106kBais || Lowd Pretosol
ATOR: 4403 =
! I S NN NN ENEEEEEEEENEEEEEEEE Ao o [ReAmani A
Rl @ Single REQA Endiess REQA
Write Opecation VIC: o 34 36 81 D6 18 80
& All bits Layer 1423348 trserREQY
Single bat . C' ‘ Select » baud rate: | 206 kBak's
Di EEPR =l | Actats Layesd Dessiect Card Tima-sut REOM 0| ms
ATS: DETSTTEL 0280 Siogie FEGA
Load EEProm RF Field Cantrol b "
} Layer 148434 Data Exchange with PICC
e
| Dump EEProm. RBf Field On| | Rf Fieid OH R Fericd Revet i Dats to be sanc: Ba
Loq Mositor ¥TICRC Enable (V] RNCRE Enatie
(201700101 ices for VOOM_PNTAGZAL @1L\COM15 . e =
[2017.0110 170845} NFOEEPROMService PHTAG2ALRead from EE addretsOuILI40 Thytes. Vabues 18 00 Cordresporne:  00T080F4 2ZFOOCCL SADZAIOF &7

Command GetApplds MF DesFire
B GetAppids

Applcations on the card

INFO: RF Reset

(1) EEPROM means User area of the EEPROM
Fig 22. PN7462 direct EEPROM access
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4.7 PN7462 analog and digital test signals

The NFC cockpit allows to use the PN7462 internal test bus, to route some digital and
analog test signals to the given test pins (GPIO1, 2 and GPIO 4, 5), as shown in. All
details on the test signals can be found in [3].

Registers/EEProm Jecess Operation Typs Cavdhs | LPCD | 0PC | 75 Power | AWE ] Test Sigral |
: g (ietg] | © oM (T Snat onte )
Fegister address Wiite © Register GAI01
@ Analog oy
Bt sedection: u‘J:J(io‘dv(fd'o‘o‘idfd’o‘o‘f}{(d’o‘u‘v(_{fd'
SR TR A S e ER SR TSNS e
ﬂﬂmﬂﬂﬂmﬂﬂﬂmﬂﬂﬂmﬂﬂﬂﬂrﬂﬂ & hruicg
Wirite Opseration
@ Al bits e
N s i @ Digaut
EEPROM Single Byte Ac e
it |Load EEPram. || RF Field Control Anakeg & Digaal
adivss [onccocoood]pesaspncn] || X
owr (000 Wi 6260M] || umpeiren) || ptFeson] (Mraon| [RiFmne
o Hoatioe NG Route Text Sigaat .
0170111 i i w—hv{wnrmuau\cwu - —
[2017.01.11 Vabue=1600 -
[2017.0011 1357 i oo sl b1 242 a0 Mal@anddlgual
(17001 from 2012 | ﬁaj b 5
po1zoLn Y | 010403 RCS_20160208 :
20170011 e PHTAGZA: Read from € Thytes, Vaoe= 18 00
0120111 Y from £E ValuesAC 20 00 00
20170011 from EE Siytes. Vakue =05 00 00 00
(20170111 L trom £E Abytes. Vahse = 28 00 00 00
5 | [veom pumeszal owic «| [ ClosmPon. | Halp - INFO: Read from EE

Fig 23. PN7462 analog and digital test signals

The analog test signals can directly be selected at GPIO1 and 2. For the digital test
signals GPIO4 and 5 can be used.

Afterwards the <Route Test Signal> activates the chosen signals.
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5. Software application stack

UM10883

User manual
COMPANY PUBLIC

The PN7462AU Firmware is modular software written in C language, which provides an
API that enables customers to create their own contact and contactless software stack
and applications for the PN7462AU. This API facilitates all operations and commands
required in contact and contactless applications such as reading or writing data to cards
or tags, exchanging data with other NFC-enabled devices or allowing NFC reader ICs to
emulate cards as well.

The PN7462AU software application stack consists of 4 main layers.
o Application & example layer
e Protocol abstraction layer — PAL
e Hardware abstraction layer — HAL
e OSAL (FreeRTOS) and utilities layer

ex (EXAMPLE APPLICATIONS) «—
r 3 r 3 A
NxpRdLib | | NxpCtLib RTOS
3 3 AND
! ! UTILITIES
PN7462AU HAL « >
I 3 I 3
A4
> ROM AP
A
v v

PN7462AU HW BLOCKS AND FLASH/EE MEMORIES

aaa-022763
Fig 24. Static overview of PN7462AU firmware
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APPLICATION o
A 'y
] CL task ! CT task
CL APPLICATION CT APPLICATION SEAl
r ry T (RTOS)
A v
NxpRdLib - COMPONENTS CTLib - COMPONENTS *| UTILITIES
NxpRdLib - PAL CTLib - PAL
NxpRdLib - HAL 1
A v v
HAL .
v
ROM AP
aaa-022764
Fig 25. Architecture diagram

5.1 Hardware abstraction layer - HAL

Hardware abstraction layer — HAL is responsible for the CPU, communication, memory
and utility peripherals. HAL composed of a set of HW functions, HW ISR and OSAL
functions.

The HW functions can further be divided to:

1. Atomic functions: functions configuring the HW, but don’t result in any event from the
HW, EEPROM, Flash, CRC, RNG, PMU/ PCR.

2. Blocking functions: functions configuring the HW and wait till one or more expected
events occurs from the HW. CLIF HAL, CT HAL, 12CM/ SPIM HAL

3. Non-blocking functions: functions configuring the HW and expect one or more
events, but don’t wait till it occurs. The events are notified to the caller of the
function. Timer, Host interface.

The HW ISR handles HW events (interrupts) and signals of the blocking functions or
notifies non-blocking functions. The HW ISR also handles time critical HW configuration
or functions.

5.2 Protocol abstraction layer — PAL

Protocol abstraction layer — PAL implement HW independent communication protocols
for contactless and contact interface and it is composed of two libraries.

NfcRdLib library implement contactless protocol and application components. Followed
ISO/IEC contactless standards protocols are available:

o 1SO14443-3A: Contactless proximity card air interface communication at 13.56MHz
for the Type A and Jewel contactless cards.
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e 1SO14443-3B: Contactless proximity card air interface communication at 13.56MHz
for the Type B contactless cards.

o 1SO14443-4: Specifies a half-duplex block transmission protocol featuring the special
needs of a contactless environment and defines the activation and deactivation
sequence of the protocol.

o 1SO14443-4A: Transmission protocol for Type A contactless cards.
o MIFARE (R): Contains support for MIFARE authentication and data exchange.

¢ 1SO15693: Contactless protocol for vicinity RFID. It operates on 13.56MHz and uses
magnetic coupling between the reader and transponder.

¢ 1SO18000-3M3: Contactless protocol for vicinity RFID. It is especially suited for
applications where reliable identification and high anti-collision rates are required.

e FeliCa (JIS: X6319): Contactless RFID smart card system from Sony.

e ISO/IEC 18092: NFC Interface and Protocol standard that enables NFC Data
Exchange protocol.

The contact protocol library implement the components for the contactless protocol, such
as EMV ATR Parser, T=0 protocol, T=1 protocol. This library also handles the timing
compliance violations.

5.3 Application layer — AL

In the application layer customer applications shall be implemented and can directly use
HAL APIs or APIs from the PAL libraries.

The contactless example (or application) is either NFC Forum Polling Loop or EMV
Polling Loop that branches to dedicated examples depending on the card detected such
as MIFARE Classic, MIFARE UL, MIFARE DF, EMV Paypass transactions (PPSE).
There exists a compile time macro phExMain_Cfg.h to decide whether the example is
NFC Forum or EMV Polling Loop.

The contact example (or application) is an EMV contact (PPSE application on JCOP
card) application that uses the T=1 protocol and the ATR processing of the protocol
library.

5.4 OSAL and utilities layer
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The OSAL and Utilities layer is used to abstract Free-RTOS messages, to handle events,
signals and messages between HW functions and to handle HW ISR.

Utilities layer includes a set of utilities which are grouped and encapsulated together in
an independent set of functions. Utilities components provide an interface for protocol
libraries to use HAL APIs such as CRC, RNG etc.

Note:
Detailed description how to use OSAL and utilities layer refer to the CHM help file.
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5.5.1 Contactless component view

5.5.2
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In contactless component view (Fig 26) for the “phExMain” example is shown.

DISCOVERY
LOOP APP

MFC, MFDF,

TYPE B L4 MFUL
EXAMPLE EXAMPLE

DISCOVERY

1S014443-3A, |8 1S014443-4A 1S014443-4 MIFARE
3B, FeliCa PAL PAL PAL PAL
N [ A

NxpRdLib HAL WRAPPER

CLKGEN HAL PMU HAL
ikt i
RF ROM HAL
cLkeN Hw | cLiF nw p"":(ZCR

Fig 26. Contactless architecture view

TIMERS/CRC/
RNG/
EEPROM HAL

TIMERS/CRC/
RNG/
EEPROM HW

TOOLS
(CRC, RNG..)
AND
RTOS
ABSTRACTION

aaa-022950

Contact component view
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EXAMPLES LAYER

| ph ExMain - phExMain_Ct |

l

PROTOCOL LAYER

RTOS
| ABSTRACTION

| phpalCt

HAL

| phhalHwCt I—ol phhalHwPmu |

| CTHW | | PMU/PCR HW |

aaa-022765

Fig 27. Contact architecture view

5.6 Building a project from bottom to top

In order to use the PN7462AU firmware, a stack of components has to be initialized from
bottom to top. Every component in the software stack has to be initialized before it can
be used. The referred initialization of each layer generates a data context which feeds
the immediate upper layer. Some of the components may need a data context coming
from the same layer to be used as an entry point.

The Fig 28 illustrates the mentioned implementation for the initialization procedure of a
“phExtMain” application.

APPLICATION LAYER

PROTOCOL LAYER

HAL LAYER

PN7462AU HW BLOCKS

aaa-022766
Fig 28. Project initialization order
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5.7 RTOS and it’s usage

The PN7462AU FW is using FreeRTOS. The port.c file in the OpenRTOS source is
modified to support disabling/enabling of scheduler (SysTick timer) and context switch
(PendSV) during FW critical sections. The Cortex-MO0 port is already available from
FreeRTOS.

The FreeRTOS provides flexibility to develop multi-application environment. It provides
the creation of multiple tasks. The FreeRTOS will handle multiple tasks with its
scheduler. It is also possible to prioritize the tasks according to our requirement.

The FreeRTOS provides the message queues which are used to communicate between
the tasks. The tasks can wait for the messages and if not available scheduler suspends
these tasks which are waiting, and allow the other tasks to run.

The FreeRTOS provides the events which are used to communicate inside the tasks.

The tasks can go to suspended state waiting for the events as well. Whenever the events
occur the scheduler wakes up that particular task and allows it to run.

For more information on FreeRTOS please refer the following link
www.nxp.com/redirect/freetos

The Fig 29 FreeRTOS Usage (below) provides the structure of FreeRTOS and its
relation to PN7462AU FW Application.

The Flash boot performs the boot reason handling and initialization of common HALSs.

See Below are the lists of examples available in current release to demonstrate the HW
and FW features of PN7462AU IC.

In general, the FreeRTOS Scheduler has 2 default tasks running which are Idle task and

Timer task whose priority is kept lower than the application tasks.

Flash boot

k.

| PN7462AU Application/demo I—v Fse RTOS
source
!
i i ! ¥

PhEXMAIN BhEXE | RTOS Specific I | Portable
(CLand CT) (HIF and MIF)
[ I
I ! ! } | } ‘
System CLIF CT HIF Queues/ | | Scheduler
task task task task lists and timer N Port.c
Prio3 Prio5 Prio4 Prio2
Idle Timer
task task
Prio0 Prio1 aaa-022951

Fig 29. FreeRTOS usage diagram
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6. Managing the PN7462AU SW projects with LPCXpresso IDE

6.1 Development environment

For developing PN7462AU firmware and customer applications all components listed in
the Table 3 are required.

Table 3. Development environment

Item Version Purpose

PN7462AU Customer board 21 Engineering development board

LPC Link 2 1.0 Standalone debug adaptor

LPCXpresso IDE 8.2.2 Development IDE

LPCXpresso PN7462AU plugin  com.nxp.pn7xxxxx.update- Adding support for PN7462AU to
8.0.0-SNAPSHOT-163 the LPCXpresso

PN7462AU FW and SW 4.050.03_001651 Installer package

examples

Fig 30 gives general overview of the development environment elements and their
interconnections:

contact
interface .
2 PN7462AU
@ (DUT)
HIF contactless
interface .
““““““ IRQ
GPIOs
(data ready) (general
use) master

il

=2
G

aaa-022779

Fig 30. Overview of PN7462AU development environment
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Installation of the LPCXpresso IDE

The LPCXpresso IDE is a low-cost highly integrated software development environment
for NXP's LPC microcontrollers and includes all the tools necessary to develop high-
quality software solutions in a timely and cost effective fashion. LPCXpresso IDE is
based on Eclipse and has many enhancements to simplify development with NXP LPC
microcontrollers. It also features the industry-standard GNU tool chain, with a choice of a
proprietary optimized C library or the standard “Newlib” library. The LPCXpresso IDE can
build an executable of any size with full code optimization.

This tool can freely be downloaded from the LPCXpresso website [1]. Before one can
download the software, it is necessary to create an account. Creating an account is
absolutely free.

The LPCXpresso IDE is installed into a single directory, of your choice. Unlike many
software packages, the LPCXpresso IDE does not install or use any keys in the Windows
Registry, or use or modify any environment variables (including PATH), resulting in a
very clean installation that does not interfere with anything else on your PC. Should you
wish to use the command-line tools, a command file is provided to set up the path for the
local command window.

Multiple versions can be installed simultaneously without any issues.

The installation starts after double-clicking the installer file.

o oo E ==

Debug driver selection
Please select which drivers to install.

Windows may issue warnings when installing these drivers,
If prompted, please allow the drivers to install.
‘ Drivey * jvers” directory of the installation

[#] MxP LPCALink1 Debug drivers
[¥] Red Probe Debug drivers

http: {fwww.nxp.com/Apcxpresso < Back (|[ MNext = Cancel

Fig 31. LPCXpresso installation

Make sure, the checkbox for installing the NXP debug drivers is activated.

During the installation, the user will be asked to install some required drivers. The
installation of these drivers shall be accepted.
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Would you like to install this device software? |

Namne: Philips (NXP) Universal Serial Bus contr...
- Publisher: NXP Semiconductors USA. Inc.

[7] Aways trust software from "NXP Semiconductors . Don't Install
USA. Inc.".

@' You should only install driver software from publishers you trust. How can I decide which device
software is safe to install?

Fig 32. Windows security dialog

After the setup wizard has finished, the newly installed IDE can be launched.

=)
LPCXpresso Al
LPCKpresso

License type: UNREGISTERED (Code=1)
Debug limit: 8k
Activation code: not available

To activate a license, please select
Help->Activate LPCXPresso (Free Edition)

License Restriction:
An UMREGISTERED copy of LPCXpresso (Free Edition) may only be used for evaluation purposes.
Register and activate to remove this restriction.

[ OK J [ Cancel

Fig 33. LPCXpresso IDE

Right after the first start of the LPCXpresso IDE, an info dialog will appear with the
message of an unregistered copy of the LPCXpresso IDE. Confirm the dialog and follow
the instructions on the Welcome Screen to get a registered version with the debug limit of
256k. The registration is free of a charge. The Link to the registration page is shown in
the menu, Help - Activate LPCXpresso - Create Serial number and register.
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@®
%;.

Help Contents
LPCXpresso User Guide
Search

Dynamic Help

Key Assist...
Tips and Tricks...
Cheat Sheets...

Install New Software...

Display license type

Product Information

Support

Activate LPCXpresso (Free Edition)
Activate LPCXpresso (Pro Edition)
About LPCKpresso

Ctrl+Shift+L

ARCER
Quick Access o]

wpresso/pages/unregisteredFreeEdition.htm

PRESSO

not activated.

S as smls e nead far Dualis

Create serial number and register...

[

mad andn bha | Dfwars waheita #n ha shla o akdain

Fig 34. Product activation (1)

Product’s serial number will be displayed.

Create serial number and register...

(el

Select OK to visit the registration website where you can

register your product and receive an Activation Code.

LPCXPRESSD

Serial number M OV-LZM5-G5GW-HRH3-NUH2-M4D1-0RAZ-ASH-E1G1-LVHT

[¥]:0pen in external browser

[7] Copy Serial Mumber to clipboard

Cancel

Lo« ]J

Fig 35. Product activation (2)

After pressing OK the browser will be opened on the Activation page. NXP user account

is needed in order to activate LPCXpresso. If the user is logged in then the serial number
will be entered already. Otherwise it is necessary to login and navigate to the
http://www.lpcware.com/Ipcxpresso/activate page and enter the product’s serial number.
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@7 Search
Dynamic Help

Key Assist...
Tips and Tricks...
Cheat Sheets...

Install New Software...

Display license type
Product Information

Support

About LPCXpresso

Activate LPCXpresso (Free Edition)
Activate LPCXpresso (Pro Edition)

Ctrl+Shift+L

Quick Start Guide
(7) Help Contents i | LETRLY
LPCKpresso User Guide Quick Access E

xpresso/pages/unregisteredFreeEdition.htm

PRESSO

not activated.

A r and register...
Enter Activation code...

bvamns memlie e sssmed Fme Dyl padioae

]::.ﬂ An dn tha | Dfwars waheia baha shls bn akdain

Fig 36. Product activation (3)

Once you receive the activation code open the activation window by pointing to Help >
Activate LPCXpresso = Enter Activation code, and enter the code.

The success of the product activation will be confirmed by an info dialogue.

6.3 Adding PN7462AU Plugin

A separate PN7462AU Plugin is required for development of PN7462AU Firmware via
LPCXpresso. With the plugin, a state-of-the-art development environment is available to
the end user. PN7462AU Plugin is required for:

e Build PN7462AU Code in LPCXpresso
e Download PN7462AU Firmware via SWD+LPCLink2
o Access internal peripheral registers of the PN7462AU

To install the PN7462AU plugin, start LPCXpresso and follow the steps as shown below.
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Quick Start Guide
[Help |
(@ Help Contents
LPCXpresso User Guide
%" Search
Dynamic Help
Key Assist... Ctrl+Shift+L
Tips and Tricks...
Cheat Sheets...
Install New Software...
% Installation Details
7 Display license type
#4  Product Information
B4 Support
o Activate 4
I4  About LPCXpresso
Fig 37. LPCXpresso — install new SW
7 Instal [
Available Software | ‘
Select a site or enter the location of a site. \_E)‘w
Workwith:  type or select a site & Add... :
Find more software by working with the "Available Software SitE: ES.
|
fl | Name Version
[] (D Thereis no site selected.
i |
(2) Click “Add”
Fig 38. LPCXpresso installing LPC plugin - adding installation repository

Plugin zip file is located in “\PN7462AU Software\LPCXpresso Plugin” folder.
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7 Add Repository [
MName:
Location: jarfile:/C:/Users/nxp80422/Downloads/com.nxp.prfaced |
@ ok [ cancel
(1) Click “Archive”
(2) Browse to the provided LPCXpresso PN7462AU plugin zip file
(3) Select “com.nxp.pn7xxxxx.update-8.0.0-SNAPSHOT-163.zip” file
Fig 39. LPCXpresso installing LPC plugin - adding LPXpresso .zip
2 et SN e

Available Software

Check the items that you wish to install,

ox

Work with:  com.nxp.pnioccc.update - janfile/C/Users/nxp89422 Downloads/com.nxp.pniccosu) +

Find maore software by working with the "Available Software Sites” preferences,

Add...

[¥] Group items by category What is already installed?
|| Show only software applicable to target environment

Contact all update sites during install to find required software

||| type filter text
Name Version
||| > [W]000 PNTseoce family support
4| nr 3
SelectAll | [ Deselectall
Details
f Show only the latest versions of available software Hide items that are already installed

@ < Back Next > Einish

Cancel

(4) Select “PN7462AU Feature”

(5) Click “Next” and follow the standard installation flow

Fig 40. LPCXpresso installing LPC plugin — enabling PN7462AU feature
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6.4 Importing provided SW example projects

The use of quick start panel provides rapid access to the most commonly used features
of the LPCXpresso IDE. Quick start panel allows easy import projects, create new
projects, build and debug projects.

Provided FW and SW examples are provided in archive file and are part of the
“PN7462AU Product Support Package”, this package needs to be installed.

To import the SW example projects please follow next steps.
e Start the LPCXpresso IDE and select new workspace

Select the option “Import project(s)” (see picture below)

Browse to the zip archive

LPCXpresso IDE unzips the software package

The software package is ready for use

) Quickstart Panel &2 o
—

»| O

St
< ® Import project(s)
& New project...

ai¢ Build all projects [

(3 Quick Settings =

5 Import project(s) from XML Description

|
Extras ¥

Fig 41. Importing project to LPCXpresso IDE (1)

In the “Quickstart Panel” window, which can be found on the left hand side, click on
Import project(s).

The dialog for importing projects opens.
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. Import project(s) =0 TR %=
Import project(s) B
Select the examples archive file to import. -

Projects are contained within archives (.zip) or are unpacked within a directory. Select your
project archive or root directory and press <Next>. On the next page, select those projects you
wish to import, and press <Finish>.
Project archives for LPCOpen and ‘legacy’ examples are provided.

Project archive (zip)

Archive k:\Users\nx‘flSSlO\Desk‘top\PNMGZAUfFW,VO4.DSO.O3‘0016517Full.2ip( Browse...| )

Project directory (unpacked)
Root directory

o]
o
@
3

LPCOpen
LPCOpen is the recommended code base for Cortex-M based NXP LPC Microcontrollers.

LPCXpresso includes the LPCOpen packages which can be imported directly by pressing the Br:
button in the Project archive (zip) section, above, and navigating to the Examples/LPCOpen dit

Alternatively, press the button below to Browse the LPCWare.com website for latest resources.

Browse LPCOpen resources on LPCWare.com...

@ < Back Next > Finish Cancel

Fig 42. Importing project to LPCXpresso IDE (2)

Browse to the project zip file PN7462AU-FW_v04.050.30.001651_Full.zip” and click
“Next”.

uUM10883 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.

User manual Rev. 1.2 — 16 February 2017 38 of 93
COMPANY PUBLIC 319812




NXP Semiconductors U M1 0883

Quick Start Guide

| Import project(s) =N

Import project(s) E
-

Select a directory to search for existing Eclipse projects.

Projects:

ApiDocumentation (ApiDocumentation)

Select All
FreeRTOS_Library (FreeRTOS_Library)
Nfcrdlib_SimplifiedAPL EMVCo (Nfcrdlib_SimplifiedAPLEMVCo) Deselect All
Nfcrdlib_SimplifiedAPLISO (Nferdlib_SimplifiedAPLISO) I

@ NfcrdlibEx1_BasicDiscoveryLoop (NferdlibEx]_BasicDiscoverylLoop)

lﬂ NferdlibEx11 15010373 _PCD (NfcrdlibEx11_1S010373_PCD)

[JJ NferdlibEx2_AdvancedDiscoveryLoop (NfcrdlibEx2_AdvancedDiscoveryloo
I\f| NfcrdlibEx3_NFCForum (NfcrdlibEx3_NFCForum)

lJl NfcrdlibEx4_MIFARECIassic (NfcrdlibEx4_MIFARECIassic)

2] NferdlibFx5 15015693 (NferdlibFys 15015693) it
4| i | ¥

| »

Ll

Options

Copy projects into workspace
Working sets
"] Add project to working sets

Working sefs - Select...

® TS (T e

Fig 43. Select project

Select projects to be imported and then click “Finish”. Selected examples will be imported
to the workspace.

To import only one examples, it is mandatory to import also projects in the list:

- external
- NxpCtLib
- NxpNfcLib
- phCommon
- phRtos
When the import process is finished, you can start with the development and editing the
code.
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- = ApiDocumentation

. (= FreeRTOS_Library

+ 2% Nfcrdlib_Simplified APL_EMVCo

+ 2% Nfcrdlib_Simplified API_ISO

+ 5 NfcrdlibEx1_BasicDiscoverylLoop
+ 25 NfcrdlibEx11_1S010373_PCD

» 5 NfcrdlibEx3_NFCForum

+ 5 NfcrdlibExd_MIFARECIassic

+ 5 NfcrdlibEx5_ISO15693

s 5 MfcrdlibEx7_EMVCo_Polling

+ 5 NfcrdlibEx8_HCE_T4T

+ 25 NfcrdlibEx9_NTagl2C

» (= NxpNfcRdLib

- (= PN74624U

» 5 PN7462AU_ex_phExCcid

» 5 PN74624U_ex_phExCt

+ 5 PN7462AU_ex_phExCT7816

+ 5 PN74624U_ex_phExCTEMVCo
» 5 PN74624U_ex_phExDoorAccess
+ 5 PN7462AU_ex_phEXEMVCo

+ 5 PN74624U_ex_phExHif

+ 5 PN74624U_ex_phExMain

+ 5 PN7462AU_ex_phExNFCCcid
+ 5 PN74624U_ex_phExPos

+ 5 PN74624U_ex_phExRf

+ 5 PN7462AU_ex_phEXRfPCDA

+ 5 PN7462AU_ex_phExRfPoll

» 25 PN7462AU_ex_phExSystemServices
- 5 PN7462AU_ex_phExVCom

Fig 44. Project Workspace will all examples

BPr. 2 % Pe. MiRe. &iSy. = O

2[E <

- 25 NfcrdlibEx2_AdvancedDiscoverylLoop

6.5 Building projects

UM10883

Building projects in a workspace is a simple case of using the Quick start Panel - ‘Build

all projects’. Alternatively a single project can be selected in the “Project Explorer View”
and built separately. Note that building a single project may also trigger a build of any

associated library projects.

The project can be built as shown in the Fig 45.
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) Quickstart Panel 52 = 8

»

A Start here
® Import project(s)
@ Mew project...

ae Build all projects [Debug]
& Clean” “ex_phExMain
35 Debug 'PN7462AU_ex_phExMain

B3 Edit 'PN7462AU_ex_phExMain
@ Quick Settings  ~

‘@ Export projects to archive (zip)
‘@ Export projects and references to archive (zip)

2% Import project(s) from XML Description

<«

Extras
B

Fig 45. Building a project

As a part of the build process, the binary file for Flash is created. This binary file can be
used to update PN7462AU Flash via USB mass storage interface or by using Flash tool
or debug in LPCXpresso IDE. In case that “Binaries” folder is not visible in the project
structure, refresh the project (right click on project and select “Refresh”).

[ Project Explorer 52 =E == o
+ (55 PNTAB2AU ex phExHif@104.01.00 Ful A
+ [ PN7462AU_ex_phExLLCP@104.01.00_Full
4 (35 PN7462AU ex phEMain@04.01.00 Full

4 ¥ Binaries
. %5 PN7462AU_ex_phExMain@104.01.00_Fullaxf - (arm/le]
.+ il Includes
G MapCilib
[ NupNifclib
+ R PNTI62AU
O extemal
s inc
- £ phCemmen
. [R phRtos
s s
. @ Debug
2] phEsMain.ewd
2] phEsain.ewp
€] phExMain.uvprojx
5] PN7462AU_ex_phExMain_04.01.00_Full Debug.launch
5] PN7462AU_ex_phExhain 04 01.00_Full Release.launch
[5) ReadMest -

.

Fig 46. Build output - flash binary file

The project settings, compiler and link flags can be changed in the project properties
dialog. To open the project properties dialog, select appropriate project in the “Project
Explorer View” and click “Edit ‘selected-project’ project settings”.

Build result can be monitored on the build console Successful build Fig 47.
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El Console 7 |I#] Problems [] Memory & Instruction Trace [ SWO Trace Config &3 Power Measurement Tool =8

O GE) BE B R

CDT Build Console [PN7462AU_ex_phExhain@104.01.00_Full]

Finished building: C:/Users/nxp89422/Documents/LPCXpresso 8.8.8 526/Pn7462 test library/NxpCtLib/phpalCt/src/phpalCt Tl.c 0
Building target: PN7462BU_ex_phExtain@res.e1.6@_Full.axf

Tnvoking: MCU Linker

arm-none-eabi-gce -nostdlib -L"C:\Users\nxp89422\Documents\LPCXpresso_8.8.8_526\Pn7462 test library\PN7462aU%\phHal\phhalRf\lib
Finished building target: PN7462AU ex_phExMain@res4.e1.88 Full.axf

make --no-print-directory post-build

Performing post-build steps

arm-none-eabi-size "PN7462AU_ex_phExMain@re4.el.08_Full.axf"; arm-none-eabi-cbjcopy -v -0 binary "PN7462AU_ex_phExtain@red.ol.:
text data bss dec hex filename

129896 8 3228 133124 28884 PN7462AU_ex_phExtain@res.el.ee_Full.axf
copy from “PN7462AU_ex_phExMain@re4.e1.ee Full.axf' [elf32-littlearm] to ~PN7462AU_ex phExMainfre4.el.ee_Full.bin' [binary]

12:55:59 Build Finished (tock 22s.682ms)

|

Fig 47. Successful build

6.6 Running and debugging the example projects

This description shows how to run the PN7462AU “PN7462AU_ex_phExMain” example
application for the PN7462AU customer development board in debug mode. The same
basic principles will apply for all other examples. In cases where example will need
additional configuration this will be detailed described in the example description.

The PNEV7462B customer board needs to be connected to the host PC running the
LPCXpresso software via LPC-LINK2, as shown in Fig 48.

LPC1769 puHost

USB LPC

¥ PN7462AU DUT

Extemnal power ' PNEU?4628 2.
supply :

USB PN7462AU

LPC-LINK2

Fig 48. Connecting LPC Link2 to the PN7462A Customer board

When debug is started, the application is automatically downloaded to the target and it’s
programmed to the FLASH memory; a default breakpoint is set on the first instruction in

main (), the application is started (by simulating a processor reset), and code is executed
until the default breakpoint is hit.

uUM10883 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.

User manual Rev. 1.2 — 16 February 2017 42 of 93
COMPANY PUBLIC 319812




NXP Semiconductors U M1 0883

Quick Start Guide

To start debugging your application on the PN7462AU, simply highlight the project in the
Project Explorer and then in the Quick start Panel click Debug, as shown in Fig 49. The
LPCXpresso IDE will first build application and then start debugging.

L) Quickstart Panel &3 ="

»»

Start here
® Import project(s)
@ Mew project...
\mp Build all projects [Debug]
@, Build 'PN7462AU_ex_phExMain
& Clean 'PN7462AU ex_phExMain
< :t‘ﬁ Debug 'PN7462AU_ex_phExMain D

8y Edit 'PN7462AU_ex_phExMain

4% Import project(s) from XML Description
@ Quick Settings  ~

B Export projects to archive (zip)

‘@u Export projects and references to archive (zip)

Extras

£«

Fig 49. Launch debug session

‘Connect to emulator: NXP Pn7dxx

1 emulator found.
Select the emulator to use

Emulator family Name Serial number/... Manufacturer

| Redlink Server LPC-LINK2 REDLINK Whhid#vid 21... NXP
1

<] . '

Emulator search aptions

[7] Remember my selection (for this Launch configuration)

®

Fig 50. Select the launch configuration
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Ble Edin Gouece Refacior Hawigate Segrch Project Bun  wdow  Help

=iv |8 -G mlnle A mas, = LA B0 G RS T IR i | [ATewee]
& Preject .. 54 1 =0 g Debug B % |1 “= 1
@ T a5 PHTES2AL e _phEsCeid ROMON INTERMAL ONLY Debug [C/Cr o (R0 Sermconductons] MCU Apphication]
[ phEsCoid18000pdm.c = 4 5 DNTUBIAL #s_phESC i R0401 IMTERMAL DMLY ef [PHTSEIAU-CI-00 feceten-ml]]
& phisteie Cot.c 4 4 Thiead #1 <ruin> (Suspended : Breakpeint)
& phExceid, Cue S enain() at phist eie e142 (03TH.
£ phisCeid Daserptort.s ol v mone-cabi g (7.8.0.201 50604)
& phitrid_febcac X Com apm
& phECed LED i phECeide 71 "y =}
[& phExCeid LEDh 5 : %
- * gnable the Tuids monirer If Expernsl TG I3 seloced *
f ::i:::x: phExCcid_MonitorEnableTaidel);
& phExCeid MiFareClassic.c Feturn PH_ERR_SUCCESS;
&) phECeid_MiFareliralight.s
[ phixteid_Polle
1B phEed TyseA MBrchiegic %"‘ wain (vold}
[ phEc i Type, L fschangn.c L0, T Baat ey s
[& phlxCeid_ Lk I LOG_TXT{_GATE_ "\n" )i
1@ phistcid_ Ui od_PCSC.c LOG_THT{_TIME_ “n");
|2 phEsCond WibCod Precesie
[ phesced bceds Bifdef IDPBUTLD_PH_PLATEORM
i
& phiEcid Ukllser.c 3
6] phsCei.e
i3 ¥ * Initialize the max of and Core snd the CCIO Class *
PH_USER_ASSERT(phExCcid_Ush_Tf_TotalInit() == PM_ERR_SUCCESS);
() Guicka 51 | Vit O Brea 5F Outine &f Bpee. O £ .
crea ystem task *
phinCeid_SystesTasknit();
I Sort e ok /* theck the Doot reasen and post the message to systes task OR perfors the corresponding beot operatisn
2 Import pecjaetis) 178 phEsCeid_Boothandler();
] New project . * - t
i Build ol projects [Debug) B Conole 13 [* 7 ] v A Ine - o
&, Build ‘PNTSE2AL ex_phExCeid BN LB FP mD-m-
e BINT462A, e, phEsC e, R4 00 INTERNAL ONLY Debnag [C/Ce- (NXR Sammicnaducton) MCU Applic ticn] BNTGIA e phErC e @R O INTERNAL ONLY.=
" | o phixCei
45 Debug PNMBZALL ex_phixCcid
B2 Teminate. Buld and Debug PRISEIA o phisCend
) Feit PNTES2AM_ex_phEsCeid
(5 Cpuiek Settings =
B Import propectis} frem XML Desenptcn.
Whtable Smartinset | 25:64 . B ENTAGZALC3-00 (EAT4G.. LY

Fig 51. Debug project

After the software upload, the execution of the application starts immediately.

6.6.1 Break points

PN7462AU supports 4 breakpoints and 2 watch points. In usual way, double click on the
left of the editor to set the break points. The execution of the application will be stopped
when the break point is reached.

uUM10883 All information provided in this document is subject to legal disclail . © NXP B.V. 2017. All rights reserved.

User manual Rev. 1.2 — 16 February 2017 44 of 93
COMPANY PUBLIC 319812




NXP Semiconductors

UM10883

Quick Start Guide

Fig 52.

£l

[£] phExMain_Clif.c &3 = m 85 Breakpoints &I = A
[125= phstatus_t phExMain_Clif « XRPHAw|@BE

126 ' '

§127 TaskHandle_t pHandle ;

-?5 B . ¥ & phExMain_Clif.c [line:

124 LOG_TXT("SchdClifTas! ¥ o phExMain_Clif.c [line:
i1z0 f* Create the gqueue = ExMain_Clif.c [l
131 gphExMain_Clif_Queue| | I}iim: phixhicin Ol fine
132 PH_USER_ASSERT(gphEx

33

/™ Depending on the 1
if(eBootReason == E_;

phExMain_ClifPos

else if(eBootReason : |, m b
phExMain_ClifPos: Ne details to display for the
} = current selection,
else
_d ¥

Inserting breakpoints

8% Outli... 2

= A
Bl e %

o ph_Datatyp =~
Bl FreeRTOSh
o taskh B
o queseh |
el phhalHwPc
21 phhalRf.h
ol phpalFelica
U phhalthe.h
U phFlashBoo
2l phhalHwhh
U phExMainkh
U phExMain_{
W phacDisclo

4l ph Statush ©
o |z m |2

6.6.2 Debug traces

The debug traces can be seen on console as shown in Fig 53.
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3% Debug 3

_write(]) at 0x212d24

printf() at 0x210d40

phExMain_SystemTask() at phExMain.c:399 0x2033f5
vApplicationTickHook() at main.c:227 0x204f34

[ ]

hFlashBoot printf() at ig phExMain.c 52 ™%
phhalHwTimer_Start(pledTimer, E_TIMER_FREE_RUNNING);

while(1)
{

LOG_TXT(">Sys™);
phExMain_Log_FlashBootEventIds(ssysMsg.esrcld);

switch(sSysMsg.eSrcId)

/* Maccaoe from the flach hant */

< |

B Cons... 3 [ Prob Prog Vem Search vem

L Y= 0

-

1

= 8
L]

xQueueReceive( gphSysTask_Queue, &sSysMsg, portMAX_DELAY )

= 0

X% &REEFE| =B~
pnb40Flash_ex_phExMain.axf (connect) [C/C++ (NXP Semiconductors) MCU Application] pn@40Flash_

appMain: 217: BootUp

appMain: 218: Sep 4 2014

appitain: 219: 14:43:54
phExMain_SystemTask: 399: »Sys
phExMain_Log_FlashBootEventIds: 118: BOOT
phExMain_WakeUpHandler: 248: Wkup=1
phExMain_Log_BootReason: 62: STARTUP_POR
phExMain_CtTask: 156: >CT<
phExMain_ClifTaskInit: 13@: SchdClifTask
phExMain_SystemTask: 399: »5ys

Fig 53. Debug view and debugger traces of PN7462AU

-

= 8

Enter location here

-

» B82033T6:
802833f8:
@e2833fa:
ee2e33fc:

482

Ba263406:
Ba2e34@82:
Ba283484
BE283406:
BE283408:
BB26348a:
@820348C:
Ba283408e:
Ba283418:
28283412

486

Ba283414:
BE283416:
BE283418:

4a7

B828341c:

411

Ba28341e:
Ba283428:
@B203422:

427

Ba283424:
BE283426:
BB283428:
Be20342a:

429

Ba28342e:
Ba283438:

mov
movs —
ldrsh
bl

»

mov (=
ldrh
subs
uxth
emp
bhi.n
1sls
ldr

ldr

ldr
uxtb
bl

ldr
cmp
bne.n

ldr
ldr
movs

oo
33

6.6.3 Peripheral view

After installing PN7462AU Plugin to the LPCXpresso, (See chapter 6.3), we get direct

access to all the peripheral registers of the PN7462AU.

As shown below, we can see the fields and description of the EEPROM Controller on the

PN7462AU IC.

To see the peripheral registers, follow the steps as shown below.

Show View =

peripherals|

4 (= Debug
2, Peripherals+

(1) Go to window - show view - other
(2) Select “Peripherals+”

Fig 54. Peripheral view
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Select appropriate register or IP to watch or change the register values.

Note:

If CT IP is accessed without being enabled, PN7462AU crashes internally and hence
cannot be used any further. To avoid falling into this trap/limitation never enable CT
Peripheral register view on boot up. And enable only after the CT IP has been initialized
during the code execution (i.e. after phhalHwCt_Init() is invoked).

Fig 55.

[ Project Explorer 2, Peripherals+ 53

Peripheral

%, crF
%, CRC
B cr
[]2, ClockGen
%, DCR
[7] %, EECTRL
[[]'2, Hostlf
%, 2CM
2, NvIC
%, PCR
%, PMU

Wit} Registers
Address
(040004000
04000000
(040014000
040010000
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Select the relevant peripheral

EECTRL Dynamic Control Register (WQ), Write onlyg
TR URIUEIY
0:20000¢ 011ccal
0x200010 [P
El 0x200014 0x7££0000 ]
EE-CRC-1-COD-INIT  0x200018 OxFFFFFFE
El 0x20001c OxFFFFFFFE
il EE-CRC-1-COD-ADDR  (x200020 OxAFFF0000
El 0x200024 [P
El 0x200028 OxFFFFFFFE

Register, bit fields and description in the relevant view

Debug view and debugger traces of PN7462AU
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sassembly 32 = O

:nter location here

1833T6: mov -
1833T8: movs
33 fa: ldrsh
333fc: bl

2

293480:  mov |=
183482 ldrh
183404 : subs
183486 uxth
293488:  cmp
13483 bhi.n
18348¢: 1s1s
18340e: ldr
2@3418: 1dr
283412: mov

3

283414 1dr
183416 uxth

283418 bl
7

18341c: b.n
sl
8828341e: ldr
BB203428: cmp
80203422 bne.n
427
BE2B3424: 1dr
BB2@3426: 1dr
BE2B3428: movs
Be28342a: bl
429
8020342e: b.n
BB283430: b.n
449
Ba2@3432: 1dr
BB283434: 1dr
BE2B3436: movs
BE2B3438: movs -

4| +
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6.7 Updating Customer Board Firmware (Flash memory)
The customer board firmware is located in the PN7462AU flash memory. The Flash
memory can be updated either Using USB Mass Storage mode (primary downloader) or
using SWD interface via LPC-LINK2 debug probe.
6.8 Updating Flash via SWD interface
Ensure that LPC-LINK2 is connected to PN7462AU Fig 56 and follow the steps shown
below.
.:r.L.\I'\ EI;::;
LPC-LINK2
Fig 56. HW setup for the flashing via LPC-Link2
File Edit ﬂauig_ate Search Project Run Wi
T T L L AR
Wm0 -Q-ein
- ino launch history]
[-I;__l Debug As [ =
Debug Configurations...
5 Organize Favorites...
[ 1#" Binaries
(1) For first time debug session, select Debug configurations
Fig 57. Selecting debug configuration
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‘" Debug Configurations
Create, manage, and run configurations
DEX BI- Name: pn640Flash_ex_phExMain.axf (Debug)
type filter text B Mam ﬁ« Debuggen-‘_ By Soun:e- = Common-
4 [€] C/C++ (NXP Semiconductors) MCU Application .
[€] pn640Flash_ex_phExMain.axf (Debug,connect) C/Cx+ Application:
[€] pn640Flash_ex_phExMain.axf (Debug) Debug/pnb40Flash_ex_phExMain.axf

[F€] pr640Flash_ex_phExMain.axf (Release,connect)
[€] pn640Fiash_ex_phExMain.axf (Release)
[€] C/C++ Application Project:
[€] C/C++ Attach to Application pr640Flash_ex_phExMain
[c] C/C++ Postmortem Debugger
[c] C/C++ Remote Application

(€] GDB Hardware Debugging Build configuration: Debug
@ Launch Group

Build (if required) before launching

(] Select cor

@ Enable auto build

Use workspace settings

Connect process input & output to a terminal.

(1) * (Debug, connect) > Configuration to debug the Debug flavor of the Firmware but skip
build/download

(2) * (Debug) > Configuration to build, download and debug the Debug flavor of the firmware

(3) * (Release, connect) > Configuration to debug the Release flavor of the Firmware but skip
build/download

(4) * (Release) - Configuration to build, download and debug the Release flavor of the firmware

Fig 58. Debugging PN7462AU FW

As a part of the build output, the binary for Flash file is created. This binary file can be
used to update PN7462AU Flash via USB mass storage interface or by using Flash tool.
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[ Project Ex... 52 Peripherals+  [1l{ Registers L. SymbolVi. = B
& Fray P! 2, )

4 S} PN7462AU_ex_phExCcid @R04.01_INTERNAL_ONLY

4 g-? Binaries

B v
"

» 35 PN7462AU_ex_phExCcid @R04.01_INTERNAL ONLY.axdf - [arm/le]| —

[ @J Includes

I+ R MxpCtlib

b R MxpNfelib
I+ R PNT4E2AL
I+ [f external
3 inc

I+ [ phCommon
I+ [§ phRtos
2 osrc

1> = Debua

I,

(1) Select build output binary file

Fig 59. Build output
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= o‘owaz’K&'G'%'@“'z o # d

s 5
Program Flash using LPC-LINK2 CMSIS-DAP V5.134
Program target Flash (NXP PN7462AU-C3-00)
Options
éDi;pIay progresslog‘é DReopen on completion
[/] Reset target on completion [] Repeat on completion

[] Run flash command and copy te clipboard [ Just copy flash command to clipboard

Connection Options
[T Use JTAG interface

Extended
Additienal options

CMSIS-DAP Options

Connect script | PNTxococ_Connect.scp -

Flash Driver
Flash driver | PNTxocco_158k.cfx -
Clock settings

Crystal value (kHz) | Current value from target =
PLL value Current value from target =
Group
Program flash memory  Erase flash memory
Select file | Debug\PN7462AU_ex_phExCcid @R04.01 INTERNAL ONLY 2xf ~

Base address

Erase Options

(©) Mass erase (@) Erase only required pages

0K ] l Cancel

(1) Select build output binary file
(2) Click on the “Program Flash Option”.
(3) Ensure that all the options are set properly and Click OK

Fig 60. Build output - flash binary file

6.9 Updating Flash via USB MSD interface

PN7462AU can update FLASH contents via USB Mass Storage interface (primary
download mode).

To mount PN7462AU IC as USB Mass storage drive (The steps mentioned here refer to
the 3.2.1.1)

o Ensure that “HIF selection” is USB, see Fig 61
e USB Port of PC is connected to the USB socket on the customer demo board
o Press “RST_N” switch.
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e Press “DWL_REQ” switch.
¢ Release “RST_N” and keep holding “DWL_REQ”.
¢ Release “DWL_REQ” after a few seconds.

Fig 61. PN7462AU as USB mass storage device

Now the customer demo board is detected by PC as USB MSD (Mass Storage Device).

r - —he E
- —
@le- » Computer » PN74624U_DL (D:) v [ +3 ” Search PN746.. 0 |
File Edit View Tools Help
Organize = Share with + Bumn New folder ~ A @
A Michael Lee *  Name : Date modified Type Size
a8 C ut
' T)m;' Z\NXWATFPOOIJ ) L CRPO0.8IN g St
& Public Y| [) cRPSTA0.BIN BIN File DKB
G AWS Sictem (C: K |
. E| | ] orP_00.DAT DAT File 4K
+ wm PN7462AU_DL (D) - 4 ot
L DRPSTA_0.DAT DAT File 0KB
o DYDRWOTTETE:
¥ nxp89422 (\\wbi.nxp.com\U
9 AT-GRKOL-sl (\\wbi\groups
“H Network S
4 items
-
aaa-025005

Fig 62. PN7462AU IC detected as USB mass storage device for FW/ EEPROM upgrade

When the PN7462AU is mounted as a USB mass storage device files listed in the table
below are visible in the device root.

Table 4. Files found in USB mass storage
File Description
CRP_<nn>.BIN

CRPSTA_<s>.BIN

PN7462AU’s user flash code (see Table 5 for description of <nn>)

Status of previous write operation to user flash (see Table 6 for description
of <s>)

uUM10883 All information provided in this document is subject to legal disclaimers.
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File Description
DRP_<nn>.DAT PN7462AU’s user EEPROM date (see Table 5 for description of <nn>)
DRPSTA _<s>.DAT  Status of previous write operation to user EEPROM (see Table 6 for

description of <s>)

PN7462 USB mass storage supports various data/ code protection levels.

Table 5. Code and data protection level

<nn> Description

00 Read and write allowed

01 Cannot read. Write allowed. Only applicable sectors erased before writing
02 Cannot read. All sectors of the applicable memory are erased before writing.
03 Cannot read. Cannot write via USB mass storage.

Table 6. Status of read write operating code

<s> Description

0 Last write operation was successful

1 Memory region formatted

2 —or anything else  Failed

3 Fresh memory (FLASH/ EEPROM has never been downloaded via USB

mass storage)

To effectively update the user flash via USB once the device is in USB Mass storage
mode the following the instructions are to be followed:

UM10883

User manual
COMPANY PUBLIC

Navigate to the newly mounted PN7462AU drive
Delete CRP_<nn>.bin file

Copy the Flash Binary file to the new Drive. As part of project build via LPCXpresso,
the user Flash Binary is created. (See Fig 59).

PN7462AU should automatically un-mount and re-enumerate itself. (In other words,
the new drive automatically gets disconnected but re-connects/re-appears after some
time).

If the status file CRPSTA_00.bin is present, the download was successful.

Press the “RST_N” switch.

PN7462AU should be executing the new Flash code now.
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General overview

For a detailed description of examples, please refer to the “UM10913 - PN7462AU
Software User Manual’.

Application messages — debug printouts

The most of the examples supporting debug messages printouts via the LPC-Link2
debug probe directly to the LPCXpresso IDE. The LPC-Link2 probe needs to be
connected to the customer board by SWD (Fig 56) and example should be in debug
configuration. Debug build configuration enables printout application messages. Printout
messages are displayed in the Debug Messages Console View. Console view can be
opened in menu “Window — Show View — Console” or by clicking the shortcut keys
“Alt+Shift+Q C”.

LEDs status specifications

All example are prepared in way that LEDs on the board shows the current status of the
running example. At the polling all LEDs are turning on in a circular sequence and when
any card is detected the Fig 63 represent the meaning of the LED pattern.

M Biue M Green vellow | Red
CL
Card detected
Operation successful [ ]
Operation/transaction failed B
Operation Ongoing I Blink on steps
Ct
Card detected B
Operation successful B B
Operation/transaction failed [ ] [ |
Operation Ongoing [ ] M blink on steps
Fig 63. LEDs status
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7.2 PN7462AU_ex_phExMain — main example (CLIF + CTIF functionality)

The “phExMain” is an example which implements the polling for contact and contactless
cards and it’s the right application to start working with the PN7462AU customer demo
board. The “phExMain” is the root of many sub examples described below. For task and

7.21

7.2.2

UM10883

interface managing, the application can be configured to use FreeRTOS or not.

The example can switch between EMVCo polling loop and NFC Forum Mode Polling

Loop via runtime flag and provide implementation for standby mode.
Application is based on the NFC Reader Library and CT Library.

Demo setup

This section describes in detail the setup and execution environment required for
phExMain application.

The following devices are required to run the example:
PN7462AU customer board v2.1

LPC-Link2 board

Power adapter

Contactless cards Type A, Type B, Type F
Contact card 1ISO7816 compatible

Externalpower 3
supply

LPC-LINK2

Fig 64. HW setup for the main example

Features

“phExMain” example is covering next features:
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Table 7. “phExMain” Example features
Feature supported
CLIF Interface Yes
CT Interface Yes
NXP NFC Reader Library Yes
CT Reader Library Yes
FreeRTOS Yes
Non RTOS Yes
Standby mode Yes

HIF/MIF Interface No

7.2.3 FreeRTOS usage by the example

Example can be built in two configuration modes, with FreeRTOS and without FreeRTOS
support.

By setting precompile directive “4PHFL_HALAPI_WITH_RTOS” or
“#PHFL_HALAPI_NO_RTOS” the mode of the configuration is specified.

To build example in one or another mode, comment/uncomment proper directive in the
“APP_NxpBuild.h” file.

In case of FreeRTOS mode, 3 tasks are used to control application flow:

o System Task which switches between CLIF functionality and CT functionality and
handles system functions such as going to standby

e CLIF Task which executes NFC A, B, F reader application or EMV application and
discovery loop

e CT Task which does an activation of a JCOP contact card, selects the T=1 protocol
and executes EMV Card application.

In case of non RTOS support one main task is taking control on the application flow.

7.2.4 Operation with standby and without standby

Based on the compile time options, system task is responsible for managing different
operation modes. The application can be in:

o Standby mode with wakeup timer and CT presence as wakeup configuration.
o Full power mode with GP Timer1 and CT presence interrupt enabled.

The standby feature can be enabled/disabled at compile time with the precompile
directive. To enable standby mode “ ” directive needs to be
uncomment and can be found in the “APP_NxpBuild .h” file.

#define PHFL_ENABLE_STANDBY

uUM10883 All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.
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In this configuration, the FW by default puts the IC to standby and enables the wakeup
sources such as contact card presence, wakeup timer and RF level detector (only for
listen mode). The wakeup timer duration is taken from EE configuration (by default:
300ms). The IC wakes up at every wakeup timer duration and polls for contact card
presence and if not present, polls for contactless technologies (or LPCD).

When a contactless or contact card is detected, the FW executes the corresponding
application and returns back to standby.

In case “Standby” feature is not enabled, the FW uses General Purpose Timer 1 as
wakeup timer and CT presence interrupt to either branch to Contactless application or
Contact application respectively.

The below 2 diagrams explain the Standby and Non Standby scenarios. See Section 5.7
for further reference regarding RTOS.
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FLASH BOOT | | SYSTEM TASK | PCR HAL | | PCR HW
— Power On Reset —»
phExMain
EnterLowPowerMode (WUC, 300 ms, CTPres)
: Set IC Standby——»{ 4
! 300 ms
; Wakeup Counter ‘
I

+—— phExMain —s| | CT HAL |

CheckCardPresence :: Card Present ——»

| CT TASK |

Start CT App

CT APPLICATION

<+«—— Card
—— End CT App ——— Removed

PCR HAL

+—— EnterLowPowerMode (WUC, 300 ms, CTPres)

I
I
|
I
I
I
I
I
I
|
I
|
I
I
I
I
I
|
|
I
I
I
I
I
| Set IC Standby——
|

I

I

f
300 ms
[ Wakeup Counter '
phExMain —»| | CT HAL |
CheckCardPresence :: Card Not Present ——
| CLIF TASK |
+——— Start CLIF App > >
CLIF APPLICATION
(if card present)
+— Card —
le—— End CLIF App —— Removed
PCR HAL
—— EnterLowPowerMode(WUC, 300 ms, CTPres)
Set IC Standby—»{
aaa-025007
Fig 65. phExMain standby flow
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| FLASH BOOT | | SYSTEM TASK

| TIMER HAL |

— Power On Reset —+
phExMain —
Configure GP Timer1 (300 ms) ———»|

CT HAL
300 ms

Enable CT Presence Interrupt ——»;

«—— Timer1 IRQ (RTOS message) x.

| CLIF TASK |

Start CLIF App

CLIF APPLICATION
(if card present)

| CT HAL |

«— Card —
Removed

l—— End CLIF App ——

l«——— CT Presence IRQ (RTOS message)

| CT TASK |

Start CT App >

CT APPLICATION
Card
Removed

e—— End CT App —— aaa-025008

Fig 66. phExMain non standby flow

7.2.5 MF Classic
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The MF Classic example is implementing basic read/write functionality using a MF
Classic card with a predefined default key. If a Type A card is detected with SAK of 0x8
(1K MFC card) or 0x18 (4K MFC card), then the MF Classic example is executed. The
example performs initial authentication of block X and then reads/write to this sector.
Further the example performs authentication of another block (say X +1) using the
session key established during initial authentication (this is called re-authentication). It
then performs read/write to this block X+1. See the function phExMain_MiFareClassic() and
phExMain_MifareOperations()

Supported Functionality:
¢ Authentication & Re-Authentication
e Read/Write

Implementation in the “phExMain_MiFareClassic.c” file.
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MF Ultralight
The MF Ultralight example is implementing basic read/write functionality using a non-
secure MF Ultralight card. If a Type A card is detected with SAK 0x00, then MF Ultralight
example is executed.
The example performs read and write to predefined pages of the card.
Supported functionality:

e READ

e WRITE

o Since the stack also supports Type 2 tag, a check is performed to see if the card is

NDEF tag or ultralight tag

Implementation in the “phExMain_MiFareUltralight.c” file.
MF DESFire
If the detected SAK is 0x20 (expected card is MFDF EV1), then ISO14443-4 Type A
reader example is executed. The MF DESFire example implements L4 exchange of
“GetVersion” command at 106, 212, 424 and 848 kbps. No other commands are
currently exchanged as they require authentication and crypto operations (which are not
currently supported in the release).
Supported functionality:

e Get Version

o 106/212/424/848 kbps

¢ No Encryption
Implementation in the “phExMain_TypeA_ L4Exchange.c” file.
Jewel reader

If the ATQA of a Type A card denotes jewel card, the jewel example is executed.

The jewel example assumes a non-secure jewel card. The example performs read and
write to predefined blocks of the card.

Supported functionalities:
e Read
o Write

¢ Since the stack also supports Type 1 tag, a check is performed to see if the card is
an NDEF tag or jewel card.

Implementation in the “phExMain_Jewel.c” file.

1ISO15693 — ICODE SLIX

The example performs read and write to predefined blocks of the card.
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Supported functionality:

e READ SINGLE BLOCK

o WRITE SINGLE BLOCK

e 26kbd Tx (1out of 4 coding) and 26kbd Rx
Implementation in the “phExMain_1S015693.c” file.

1SO18000-3.3 - ICODE ILT
The example performs read and write to predefined blocks of the card.
Supported functionality:

¢ READ BLOCK

¢ WRITE WORD

e TX TARI =9.44 and RX 424_2 Manchester Period
Implementation in the “phExMain_ISO18000p3m3.c” file.

Type B eZLINK/ SLE card
If the detected technology is Type B, then 1ISO14443-4 Type B reader is executed.

This example is used demonstrate the 1ISO144434 exchange of APDUs to a Type B card
at all baud rates.

Supported functionality:

¢ Get Challenge

e 106/212/424/848 kbps
¢ No encryption

Implementation in the “phExMain_TypeB_L4Exchange.c” file.

Type F (FeliCa tag)
This example is used to read and write FeliCa frames to FeliCa tags at 212/424 kbps.

Since the stack supports Type 3 tags, check is performed to see if the card is a NDEF
tag or FeliCa card.

Supported functionality:

e CHECK

e UPDATE

o 212/424 kbps
Implementation in the “phExMain_FeliCa.c” file.
1SO14443-4 card mode (till activation)

During listen, the example can be configured to either act as 1ISO14443-4 card emulator
(SAK = 0x20) or NFC-DEP Target (SAK = 0x40). This configuration is done via #define
macro in phExMain_Clif.h
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If the SAK is 0x20, discovery loop detects peer ISO14443A reader, the
phExMain_CardMode is executed, that responds to RATS from the reader. This example
does not demonstrate L4 APDUs exchange (it is done in phExHCE and
phEXNFCForum).

Passive and active 1ISO18092 initiator (till activation)

During active poll mode, if ATR_REQ is received or during passive poll mode, if SAK
denotes 0x40, then the example implemented in phExMain_PaslIni.c/ phExMain_Actini.c
is executed. These examples simply transmit a DEP_REQ command with arbitrary
payload to peer target. The purpose of this example is only to demonstrate integration of
1ISO18092.

Passive 1ISO18092 target (till activation)

During listen, the example can be configured to either act as 1ISO14443-4 card emulator
(SAK = 0x20) or NFC-DEP Target (SAK = 0x40). This configuration is done via #define
macro in phExMain_Clif.h.

If the SAK is 0x40, discovery loop detects peer ISO18092 initiator, the phExMain_PasTgt
is executed, that responds to ATR_REQ from the initiator. This example further waits for
a NFC-DEP frame from the initiator.

Contact Example

If the IC boots because of CT presence wakeup reason or if the CT presence interrupt is
generated, the System task starts the CT task. The CT task performs the Contact
application. The contact application activates the card, and determines the card is of
EMVCo payment card or nonpayment card. If payment card is detected, the application
further communicates with the card to know which type of card (Master card, VISA or
AMEX card), and prints the information.

Supported 1ISO7816 Functionality:
¢ ATR Parsing
e Create MF
e Create EF
o Select EF
o Write Binary
¢ Read Binary
e Delete EF
¢ SCOSTA Card
o TA1=97
e Class A ( DCDC always in double mode)

RTOS task management

The phExMain example can be executed in both RTOS. In RTOS environment, three
tasks are created.

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.

Rev. 1.2 — 16 February 2017 62 of 93
319812



NXP Semiconductors U M1 0883

Quick Start Guide

1. System task
a. Creates CLIF task
Creates CT task
Waits for PMU/PCR exception events
Waits for CLIF Task completion if standby is enabled
Waits for CT Task completion if standby is enabled

~ 0o oo o

Enter low power mode (standby)
2. CLIF task

a. Starts GP timer for listen duration if standby is not enabled and wait for GP timer
expiry

b. Configure external RF on detection

c. If boot reason is WUC counter or GP timer expiry, perform polling mode of
discovery loop

d. If boot reason is RFLD or external RF is detected, perform listen mode of
discovery loop

e. Notify system task if polling/listening is completed and standby is enabled
3. CT task
a. Enable CT presence interrupt and wait for CT presence interrupt

b. If boot reason is CT presence or CT presence interrupt is detected, perform CT
example

c. Notify system task if polling/listening is completed and standby is enabled

Fig 67 and Fig 68 illustrate one instance of phExMain execution for both standby and
non-standby scenarios.

¢ Please note that the CLIF and CT tasks are independent and can concurrently
operate the CL and CT interfaces. During such concurrent operation, there is a
possibility that CT interface may be unstable. It is up to the application design to
configure interrupt and task priorities for a stable operation.
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FLASH BOOT I | SYSTEM TASK

| PCR HAL |

— Power On Reset —»

t—— phExMain —f

(WUC, RFLD, 300 ms, CTPres)

EnterLowPowerMode ———»

Set IC Standby ——| 4

| PCR HW |

Wakeup Counter

—— phExMain —

(WUC) | Create——{ CLIF TASK ]

te— CLIF Task Completed

(WUC, RFLD, 300 ms, CTPres)

NFCLIB + HAL +

| CLIF POLL EXAMPLESl CLIF HW

CLIF Example Start (Poll)—|

Example Completed —

EnterLowPowerMode ———»

Reader Polling i

1« - Card Present

Reader Transactions )|

_______ - Card Removed - — - -

Set IC Standby —— s

RF Level Detector

+—— phExMain —

(

l«— CLIF Task Completed

CLIF LISTEN
(RFLD) ——Create——| CLIF TASK EXAMPLES

CLIF Example Start (Poll)—»|

Example Completed —

EnterLowPowerMode ———
WUC, RFLD, 300 ms, CTPres)

CT Presence

Card Transactions i
T

[« — — External RF OFF— - — 4

Set IC Standby ——

—— phExMain —|

le— CT Task Completed

(WUC, RFLD, 300 ms, CTPres)

CTLIB + HAL +

(CT Presence) |—— Create—» CT TASK | | CT EXAMPLE CT HW

CT Example (78186 Profile)

Example Completed

EnterLowPowerMode ———»

Fig 67. PN7462AU phExMain sequence diagram for standby scenario with RTOS
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Create
SYSTEM CLIF cr GLIF POLLLISTEN cr NFCLIB + HAL + CTLib + HAL +
FLaH 2007, TASK |>C'°am*| TASK TASK EXAMPLES EXAMPLES CLIF HW CTHW
— Power On Resel -+ |- CLIF Example Start (Poll and Listen)
|— phExMain —s CT Example Start (7516 Prafile) ———|
Wait for CT Presenca interrupt ——|
TIMER
HAL
\— Start Timer
(300 ps)
PMUIPCR
HAL — SetConfig (External RF Detection, TRUE)—+|
‘Application Specific ]
Handling of these t— Timer Exww-l |
eveu(:;su {(!;Zlir:;cs?uz':ck —— E Slem Evens r— SetConfig (External RF Deteclion, FALSE)-»|

Reader Polling
I e s CL Card Present- -
Reader Transactions

R e Card Removed — -~~~ =~~~ [~~~ -~~~

|— Start Timer —
(300 ps)

|— SetConfig (External RF Detection, TRUE)
ettt R Extenal RFON - == === == === ———-

+— Stop Timer —

Card Transactions

NEEEEEEEE - - External RF OFF = === ===~ ===~~~

| Start Timer —
(300 ps)

t— SetConfig (External RF Detsction, TRUE)-»|

[+= CT Card Present

CT Terminal T
| [+ CT Card Removed

Wait for CT Presence interrupt ——|

\ snma25010

Fig 68. PN7462AU phExMain sequence diagram for non-standby scenario with RTOS

7.2.18 No-RTOS management

In case of No-RTOS the entry point from flash boot is phExMain_NoRTOS. The
functionality remains the same except that the CLIF example and the CT examples are
called from a single executive while loop based on timer interrupt or external RF
detection or CT presence interrupt.
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7.3 PN7462AU_ex_phEXEMVCo example (CLIF + CTIF functionality)
The “phEXEMVCO0” is an example which implements the polling for the EMVCo contact

7.3.1

and contactless cards and implement reference EMV transaction.

Application is based on the NFC Reader Library, CT Library and be run with or without

FreeRTOS.

Demo setup

This section describes in detail the setup and execution environment required for the

“phEXEMVCo” application.
The following things are required for setup:
o PN7462AU customer board v1.1
e LPC-Link2 board
e Power adapter
¢ Contact and contactless EMVCo card

Externalpower i3
supply 4

LPC-LINK2

Fig 69. HW Setup for the “phEXEMVCo”example

7.3.2 Features

UM10883

“PhEXEMVCo0” example is covering next features:

Table 8. “phExXEMVCo” Example features

Feature supported
CLIF Interface Yes
CT Interface Yes
NXP NFC Reader Library Yes
CT Reader Library Yes
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Feature supported
FreeRTOS Yes

Non RTOS Yes
Standby mode No

HIF/MIF Interface No

7.3.3 EMVCo polling loop

In this example EMVCo polling loop is enabled. In this profile, only Type A and B
technology polling is enabled and bail out is set such that both A and B techs are polled
even if one of them is detected. This is to ensure no two cards of same/different tech are
present in the POS for EMV transaction. Low Power Card Detection (LPCD) is disabled
in this profile.
7.3.4 EMV transaction

This example implement next EMV Transactions:

e SELECT (PPSE)

e SELECT command

e GET PROCESSING OPTIONS

READ RECORD
GENERATE AC

Supported EMV functionality:

¢ ATR Parsing accordingly to the EMV specifications
¢ Send Different AlDs to identify card

Master Card : Credit or Debit (tested)
Visa Card : Credit or Debit (tested)
Master Card : Maestro(debit card)
Master Card : Cirrus(interbank network)
Master Card : Maestro UK

Visa Card : Electron card

Visa Card : V PAY card

Visa Card : VISA Plus card

Amex Card (tested)

e Class A ( DCDC always in double mode)

7.3.5 RTOS task management
e Forinformation regarding RTOS task management, refer to Section 7.2.17

7.3.6 No RTOS management
o Forinformation regarding No RTOS management, refer to Section 7.2.18
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7.4 PN7462AU_ex_phExRf example (CL functionality)

7.41

The “phEXRf” is an example which implements the polling for contactless cards without
NFC Reader Library support. Application use only HAL APIs and perform same CLIF
functionality as 0 “phExMain” example with the only difference that for the transaction
static predefined packets are used.

Application does not implement CT and “Standby” functionality and it is not based on the
FreeRTOS.

Demo setup

This section describes in detail the setup and execution environment required for
“phEXRf" application.

The following devices are required to run the example:
PN7462AU customer board v2.1

LPC-Link2 board

Power adapter

Contactless cards Type A, Type B, Type F, ISO15693
NFC Enabled Phone

External power
supply

LPC-LINK2

Fig 70. HW setup for the “phExRF”example

7.4.2 Features
“‘phEXRF” example is covering next features:
Table 9. “phExRf’ Example features
Feature supported
CLIF Interface Yes
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Feature

CT Interface

NXP NFC Reader Library
CT Reader Library
FreeRTOS

Non RTOS

Standby mode

HIF/MIF Interface

supported
No

No

No

No

Yes

No

No

7.4.3 Application Flow

UM10883
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The figure below demonstrate the application flow.
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( HCE Example '
v
Init LEDs
v
RF Init
v
RF Field ON No RF Field OFF
Yes Yes
+ +
Activate Init Activate HCE
A =
Reset Field |
Start
- AutoColl
Poll Type A l
v
Protocol
Poll.Type.S Detected
A
Poll Type F
HCE HCE
I 1ISO14443-4A 1SO18092
Poll
18015693
v
Poll
1SO01800p3m3
A
Poll HID
aaa-025013
Fig 71. phExRF Example Application Flow

7.5 PN7462AU_ex_phExRFPoll example (CL functionality)

UM10883

User manual
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The “phExRfPoll” is an example which implements the polling for contactless cards
without NFC Reader Library support for the optimization of the RF-signal. Through
defines in phExRfPoll.c the specific technology to poll for can be selected.

By setting breakpoints RF registers can be modified to change the signal.
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7.6 PN7462AU_ex_phExCT example (CT functionality)

This example implements simple polling for contact cards. Application use only HAL APIs
and perform same CTIF functionality as 0 “phExMain” example with the only difference
that for the transaction static predefined packets are used and example is not using any
library. phExCt performs activation of an EMVCo card. SELECT Master card Apdu is
sent depending on the protocol supported by the card and expects RAPDU 0x90 0x00.

The example is also capable of determining the non-EMVCo card or non-Master card.
After the transactions, deactivation is performed. Also, this example demonstrates the
non-RTOS integration of application with HALs.

7.6.1 Demo setup

This section describes in detail the setup and execution environment required for
“phEXCT” application.

The following devices are required to run the example:
PN7462AU customer board v2.1

LPC-Link2 board

Power adapter

Contact card ISO7816 compatible

Externalpower i3
supply

LPC-LINK2

Fig 72. HW setup for the “phExCT”example
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“‘phEXCT” example is covering next features:
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Table 10. “phExRf”’ Example features
Feature supported
CLIF Interface No
CT Interface Yes
NXP NFC Reader Library No
CT Pal Library No
FreeRTOS No
Non RTOS Yes
Standby mode No
HIF/MIF Interface

7.6.3 Application Flow

UM10883

No

The figure below demonstrate the application flow.
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CT Example

Init LEDs

CT Init

Wait for CT

CT Card
Present

Activate Card

i

Yes

Yes

Set Transmition
Protocol

!
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SlectMasterCard
APDU

!

Receive
Responce

!
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Card in CTIF

NoNo_

Yes

Set Transmition
Protocol

!

Send
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APDU

!
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Responce

!

Check if Master
Card in CTIF

|

Fig 73. phExCT Example Application Flow
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7.6.4 EMVCo activation

The example performs EMVCo activation and EMVCo ATR parsing. It also determines

the protocol supported by the card.

7.6.5 SELECT master card

The example sends a SELECT master card APDU and expects a RAPDU 0x90 0x00.
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7.7 PN7462AU_ex_phExXCTEMVCo example (CT functionality)

The “phEXCtEMVCo” is an example which implements the CT functionality with CT Pal
library support. Application use CT Pal library APIs and perform same CT functionality as
0 “phEXEMVCo” example with the only difference that for the transaction static
predefined packets are used. After the transactions, deactivation is performed. The
example is also capable of determining the Non-EMVCo card.

Application does not implement CLIF and “Standby” functionality and it is not based on
the FreeRTOS.

7.7.1 Demo setup
In this example the same setup is used as in “phEXEMVCo” example.
7.7.2 Features

“PhEXCT” example is covering next features:

Table 11. “phExRf”’ Example features

Feature supported
CLIF Interface No

CT Interface Yes

NXP NFC Reader Library No

CT Pal Library Yes
FreeRTOS No

Non RTOS Yes
Standby mode No
HIF/MIF Interface No

7.7.3 EMVCo activation

The example performs an EMVCo activation and EMVCo ATR parsing. It also
determines the protocol supported by the card and applies the protocol supported.

7.7.4 Apdu transactions

The example is capable of sending select commands for nine pre-selected types of
EMVCO cards after successful activation.

Master Card : Credit or Debit (tested)
Visa Card : Credit or Debit (tested)
Master Card : Maestro (debit card)
Master Card : Cirrus (inter-bank network)
Master Card : Maestro UK

9. Visa Card : Electron card
10. Visa Card : V PAY card
11. Visa Card : VISA Plus card
12. Amex Card (tested)

® N o o &
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7.8 PN7462AU_ex_ phExCT7816 example (CT functionality)

The “PN7462AU_ex_phExCt7816” example implements the CT functionality with CT
library support. Application use CT library APIs and perform same CT functionality as in
“PN7462AU_ex_phExMain” example with the only difference that for the transaction
static predefined packets are used. The example is built to work on a SCOSTA card.
PN7462AU_ex phExCT7816 demonstrates the CT Protocol Lib + HAL API's. After the
transactions, deactivation is performed.

Application does not implement CLIF and “Standby” functionality and it is not based on
the FreeRTOS.

7.8.1 Demo setup
In this example the same setup is used as in “phExMain” example.
7.8.2 Features

“phExXCT7816” example is covering next features:

Table 12. “phExCT7816” Example features

Feature supported
CLIF Interface No

CT Interface Yes

NXP NFC Reader Library No

CT Pal Library Yes
FreeRTOS No

Non RTOS Yes
Standby mode No
HIF/MIF Interface No

7.8.3 1S0O7816 activation

The example performs an ISO7816 activation and 1ISO7816 ATR parsing. Also, it
determines the protocol supported by the card and applies the protocol supported.

7.8.4 APDU transactions

The following APDU’s are sent after the activation of the card. If the card supports the
following APDU’s (e.g. SCOSTA), proper responses will come from the card.

o Create MF
e Create EF
e Select EF
o Write binary
¢ Read binary
e Delete EF
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7.9 PN7462AU_ex_phExHif example

This example demonstrates host interface loopback functionality for 12C, SPI, HSU and
master interface functionality for I2CM, SPIM. Beside that it demonstrates secondary
downloader functionality to EEPROM and FLASH memory over SPI Host interface. For
Host Interface Frames “FREE Format” is used.

Application is implementing CT functionality with SPI Host interface and it is not based on
the FreeRTOS.

Application consist from two projects. First application is executed on the PN7464AU and
second application needs to be executed on the LPC1769 board.

7.9.1 Demo setup

This section describes in detail the setup and execution environment required for the
“phExHif” application.

The following things are required for setup:
PN7462AU customer board v1.1
LPC1769 board

LPC-Link2 board

Power adapter

HIF-SEL
00 - HIF from EE
01 -HIF = 12C
10 - HIF = 8P|
11 -HIF = HSU

HIF

““““ IRQ
(data ready)

aaa-025016

Fig 74. HIF demo architecture

The GPIOs of LPC and PN7462AU are used to determine which functionality of this
example has to be executed. It is also used to select the host interface or master
interface to be used. For each different functionality, a different LPCExpresso project is
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required for LPC1769 side while PN7462AU side has only the phExHif LPCExpresso
project.

The phExHIF indicates its readiness to LPC1769 through GPIO1 of PN7462AU
connected to GPIOO0.0 of LPC1769 (APP ready pin).

Features

“phExHif” example is covering next features:

Table 13. “phExHif” Example features

Feature supported
CLIF Interface No

CT Interface Yes

NXP NFC Reader Library No

CT Pal Library Yes
FreeRTOS No

Non RTOS Yes
Standby mode No
HIF/MIF Interface yes

HIF selection

Table 14. Host interface selection

GPIO5_PN7462AU — GPIO4_PN7462 — Chosen HIF
GPI02.0_LPC GPIO2.1_LPC
0 0 Invalid
0 1 12C
1 0 SPI
1 1 HSU

PN7462 USB mass storage supports various data/ code protection levels.

Operation selection

The tabulated GPIO configuration selects the operation to be performed by examples
shown in Table 15.

Table 15. Operation on the packet received on HIF

GPIO8_PN7462AU — GPIO7_PN7462AU — GPIO6_PN7462AU — Chosen HIF
GPI02.2_LPC GPl02.3_LPC GP102.4_LPC
0 0 Loopback on HIF
0 1 Forward HIF Rx

Packet to 12CM Tx

All information provided in this document is subject to legal disclaimers. © NXP B.V. 2017. All rights reserved.
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GPIO8_PN7462AU — GPIO7_PN7462AU — GPIO6_PN7462AU «—

GPl02.2_LPC GPI02.3_LPC GP102.4_LPC
0 1
0 1
1 0
1 0
1 1
1 1

Chosen HIF

Forward HIF Rx
Packet to SPIM Tx

Forward HIF Rx
Packet to SPIM &
12CM Tx Both

Program EEP with HIF
Rx Packet

Program FLASH with
HIF Rx Packet

Forward HIF Rx
Packet to CT

RFU

Application ready PIN is connected with GP100.0_LPC on the LPC board.

Important guidelines:

e 1 => Logical HIGH as seen/set by the GPIO.
e 0 => Logical HIGH as seen/set by the GPIO.

o Start PN7462AU Application before launching LPC Application

e Since both the products are LPCXpresso IDE based, while updated FW Image
via the LPC Link, Ensure that the image being downloaded is to correct product.

7.9.5 EEPROM configuration dependencies

Values from the following EEPROM structures are used in this example:

UM10883
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Boot::EEPROM
Boot::FLASH
Boot::CT
Boot::GPIO
HW::12CM
HW::SPIM
HW::HIF

All information provided in this document is subject to legal disclaimers.
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7.9.6 LPCExpresso projects provided for LPC1769

LPCExHif HSU LoopBack_App
LPCExHif_HSU_to_12CM_SPIM_App
LPCExHif _12C_Loopback_App
LPCExHif_12C_to_SPIM_App
LPCExHif_SPI_CT_App
LPCExHif_SPI_LoopBack_App
LPCExHif_SPI_to EEPROM_App
LPCExHif_SPI_to FLASH_App
LPCExHif_SPI_to_I12CM_App
Supporting libraries

— PN640_Ipc17xx_lib, CMSISv2p00_LPC17xx

7.10 PN7462AU_ex_phExPos example

POS use-case demo application shows how to use PN7462AU in combination with
second application hosted on the pController. In our case we will use LPC1769 uC and
connection will be established through SPI host interface. POS use-case demonstrate
the Pay pass transaction on the contact and contactless frontend.
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REFERENCE HOST APPLICATION FOR POS
L2 APDU COMMAND LAYER

A b

1ISO7816 APDUs
Bussy line

SPI

v

4

Interrupt

b

HAL

APDU INTERPRETER
CT, CL LIBRARY

PN7462AU

Fig 75. POS use case demo architecture

aaa-025017

The POS demo architecture is split into application layer (L2) and low level EMVCo
compliant layer L1 which is hosted on the PN7462AU. The application layer L2
commands are simulated in reference microcontroller board (LPC1769) and L1 layer
components are placed in PN7462AU.
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The application APDU commands (L2) are communicated to PN7462AU through SPI
host interface. PN7462AU GPIO pin is used to synchronize command / response
between LPC1769 and PN7462AU.

Interrupt pin is used to notify valid ISO 14443-4 card to LPC1769.

Note

Detailed description and how to use example is described in “POS Use Case Demo
Setup Manual”.

e
SYSTEM TASK
CL
- CT/CL ARBITRATION
BANKING CARD
- EXCEPTION EVENTS HANDLING ))) TYPE AIB

MSG QUEUE MSG QUEUE S —
FOR CLIF FOR CTIF —
St 1807816 )| BANKING CARD

bussy line TYPE AB

S —
aaa-025018

Fig 76. POS demo architecture

7.11 PN7462AU_ex_phExCcid example

The PC USB reader application demonstrate how to use the PN7462AU Customer Demo
board as a CCID reader and shows how connected PN7462AU via USB interface to a
PC and provide the CCID protocol implementation on the top of the physical link.

The PC USB reader example is hosted on the PN7462AU and can be tested with any
PC/SC application running on the PC with Windows OS.
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PC-Win OS
PayPass simulator PC/SC diagnostic
tool
PCSC
commands
USB
PN7462AU
USB STACK
READER Lib, CT Lib
HAL
aaa-022785

Fig 77. PC USB reader example block diagram

The USB stack and CCID class is implemented in the PN7462AU. The default CCID
driver present in PC with Windows OS is used for operation.

319812

PN7462AU_ex_phSystemServices example
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USB ISR SYSTEM TASK
cL
PAYPASS - CT/CL ARBITRATION
SIMULATOR - EXCEPTION EVENTS HANDLING ))) BEAL
U U
PSSC K USB INTERPRETER MSG QUEUE MSG QUEUE —
DIAGNOSTIC FOR CLIF FOR CTIF —_—
TooL II :@
CLIF cT — o
ISO7816 )| BANKING CARD
CL events TASK TASK R— TYPE AJB
CT events T
—
aaa-022952
Fig 78. Example architecture
Note:
Detailed description and how to use example is described in “PC Reader Demo Setup
Manual”.

This example application demonstrates system services invocation. The PN7462AU
provides ROM services that are accessible via flash APls, also described in
/PN7462AU/phROMIntf/phhalSysSer/inc/phhalSysSer.h and with more detailed
description in APl documentation.
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This application requires user interface for performing the operations so it is needed to
use debug mode. Some of the featured system service commands could be irreversible
or reversible depending on the application mode configured by:

#define ENABLE_IR_REVERSIBLE_COMMANDS © //1

If the macro ENABLE_IR_REVERSIBLE_COMMANDS is defined to 0, example will not
run irreversible commands, if defined to 1 example will run irreversible commands but
user confirmation is needed.

Table 16. PN7462AU_ex_phSystemServices features

Feature description

SECROW Lock The HW SecRow contains the SWD access bits, code write-
protection bits and RSTN pin behavior bits. For blocking any further
writes to SecRow, the phhalSysSer_OTP_SetSecrowLock() is used.
It prevents further usage of phhalSysSer_OTP_SecrowConfig()
function.

Code write protection It is required to lock flash memory from write at HW level. It is locked
possibly at a stage when secure secondary upgrade is not planned
for the remaining lifecycle of the product. For such use cases,
phhalSysSer_OTP_SecrowConfig() is used to lock flash memory
from any further write. Any flash programming after locking the flash
results in hard fault. Once SECROW functionality is locked, this
feature cannot be used anymore.

Block SWD debugging This command disables PN7462AU SWD debug interface. When the
PN7462AU IC is delivered from production to user, the default SWD
access level enables the user to view and debug user flash memory,
user EEPROM memory, user RAM memory, and peripheral registers.
The access level can be irreversibly changed to prevent view/debug
access to any memory region or peripheral registers, before
deploying the IC to the field. phhalSysSer_OTP_SecrowConfig() can
be used to lock the SWD against any further access. Once SECROW
functionality is locked, this feature cannot be used anymore.

Disable primary download Command is used to irreversibly disable the ROM primary download
feature. On subsequent boots, the ROM boot never enters ROM
primary download mode, even if DWL_REQ pin and USB_VBUS pin
is high. This feature is typically used after development and flashing
of secondary downloader in the flash memory, for subsequent
code/data upgrades.

Update Product ID USB Product ID PID update

Update Vendor ID USB vendor ID update

Perform In Application Application asks for FLASH page number. Page is 128bytes long, for
Programming 158kb of the flash memory, the page number is in range 0-1263. The

selected flash page is updated from user programmable values.

Set internal PVDD PVDD is pad voltage reference and supply of the host interface
(HSU, USB, 12C, and SPI) and the GPIOs. This command sets PVDD
configuration to internal.

Get ROM version Commands returns current ROM firmware version
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Note:

For irreversible commands: Secrow lock, code write protection, block SWD debugging
and disable primary download the undo is not possible!

PN7462AU_ex_phExVCom example

This example application features TypeA card detection, RF filed control and
communication with the PC host over USB CDC interface (VCOM).

Demo setup

Customer demo board is connected to the PC host via USB interface. USB micro socket
X3 on the Customer demo board needs to be connected to the PC’s USB port. The
proper USB host interface configuration on the Customer Demo board is described in
3.2.1.1. Application outputs debug traces to and receives commands from the terminal
emulation application running on the PC host. Serial port parameters are 9600/8/1/N/1.

Command set
Commands are entered by the terminal emulation program. Each command is one
character long.
a) T command (character T) , example application enters Type A detection mode and
the terminal output is as follows:
Poll command received
Entering TypeA Polling mode..
Type A Polling
Type A Polling
Card UID=0424566AF13B80
Card UID=0424566AF13B80
Card UID=0424566AF13B80
Type A Polling
Type A Polling
LED8-10 lit in circular pattern.

b) O command (character O), example application turns RF filed permanently ON, the
corresponding output on the terminal console is :
RF ON command received

LED9 (Green) and LED10 (Blue) lit.

c) F command (character F) , example application turns RF filed permanently OFF,
output on the terminal console is :

RF OFF command received
LED7 (Red) and LEDS (Yellow) lit.

PN7462AU_ex_phExDoorAccess example

The example application demonstrates card detection, card authentication and HSU
interface communication with the PC host. The application is running a NFC polling loop
and goes to standby mode after each polling loop in case no CL card is detected by the
RF field of the reader. The polling loop is implemented for Type A, B, F, ISO15693 and
ISO 1800-P3M3. The application prints out the detected type of the card and UID if
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available. In case the NFC device is detected, the application sends a NDEF message
containing the NXP webpage address.

w
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Fig 79. Door access example

After each polling loop the application goes to standby mode and remains for 500ms. A
timer is used as a wakeup source from standby. This process continues until a card is
detected by the RF field of the reader. If a card is detected, the card type with its UID is
sent via HSU and will be printed on the PC console.

In case a MIFARE Classic card is detected, application tries to authenticate the card
using the default MIFARE key. If the authentication is successful a block of data is read
from the card. The type of the card, UID and data are sent via HSU and printed on the
PC console.

P2P functionality is integrated. When a NFC enabled phone is detected from the RF field
as an active or passive target the LLCP SNEP will be activated and NDEF message will
be sent to the mobile device.

If LPCD (Low Power Card Detection) is enabled, the reader checks during the wakeup
time the presence of a card and enters the card detected mode when a card is present &
repeats the cycle. If no card is present it goes back to standby mode. LPCD is enabled
by default.

Note:
Detailed description and how to use example is described in “Door Access User Manual”.

PN7462AU_ex_phExDoorAccessEC example

This example is related to the 7.14 but in this version the application is using a MIFARE
DESFire EV1 card for the authentication, data exchange is done over contactless
interface and software key store or SAM (Secure Access Module) key store is used for
storing the authentication key. By default, the software key store is enabled. The user
can use the SAM key store by enabling corresponding. SAM is a key storage element
and it should be inserted in the CT main.
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Serial Interface

Fig 80. Door Access Example - Export Controlled Version

On power up, NFC Reader starts polling for (PICC) cards (Type A, B or F, ISO15693,
ISO18000-3M3) and if no card is present, the reader goes to standby mode. Timer is
used as a wakeup source from standby - timer periodically every 500 ms. This process
continues until a card is detected by the RF field of the reader. If a card is detected, the
card type with its UID is sent via HSU & this is printed on the PC console

If a MIFARE DESFire EV1 card is detected, the reader tries to select a pre written
custom application on the card. It tries to authenticate the card using the key stored in
SAM. If SAM is not present, then software keys can be used for authentication. If
authentication is successful a block of data will be read from the card.

Note:
Detailed description and how to use example is described in “Door Access User Manual”.
This example is available only with PSP package from NXP DocStore.

PN7462AU_ex_phExNFCCcid example
The NFC CCID is versatile demo application that features:

e Card detection for TypeA, TypeB, Felica, 1ISO15693, ISO18000p3m3
technologies

e Support for proprietary commands for Mifare Classic, Mifare UltraLight and
Mifare UltraLightC for read and write.

e CCID USB device protocol implementation. Supports the Suspend Resume and
Wakeup Feature.

e Communication of the CLIF information with the PC using a PCSC application.

e P2P passive initiator mode. Supports LLCP Initiator Mode for sending the NDEF
message to the mobile.

Demo setup for this application is the same as described in 7.10

PN7462AU_ex_phExMfCrypto example
The PN7462AU_ex_phExMfCrypto demo application includes both CL and CT library
components. Example is based on the Discovery Loop alongside Crypto layers and it is
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intended to evalueate Mlifare DesFire card functionalities. Application performs following
operations:

Application and Data and Value File creation inside the card.

AES authentication of the application.

Changing of the key.

Enciphered Read of Value File and Plain Read of Data File.

Enciphered Write of Value File and Plain write of Data File.

Supports Different Keys for Read and write.

CT part does not include any crypto example for CT but gives scope to include
the CT example later

Example application trace in case when the application file is already created:

Entering Polling mode..
Type A Card - IS014443-4A - UID : Len=7
04 24 81 5A 47 21 80
Master Application of Desfire Card Selected,
Application A515A5 selected proceed for File Operations
APP Created By:
NxpNfcRdLib v4.030.00.011627_ 2016
Value : Len=4
oD 00 00 00
Operation successful

Please remove the card.

Note:
This example is available only with PSP package from NXP DocStore.

PN7462AU_ex_phExRfPCDA

This example demonstrates simple low level API usage to perform detection, anti-
collision, activation, authentication and R/W operation on the Type A cards according to
1ISO14443 and MIFARE standard.

Application is using low level Rf interface HAL implementation in Flash. There is
limitation to only one card at the time. Supported TypeA cards are Type1 TOPAZ,
MIFARE Ultralight, MIFARE Classic, MIFARE DESFire cards will pass through activation
and anti-collision and. In the case of MIFARE Classic card also authentication with
default key is demonstrated. In the case of MIFARE DESFire card L4 activation is
demonstrated.

Typical application trace in case of MIFARE DESFire card is as follows:
Polling Start
Found TypeA

DesFire R/W PASS : =106

DesFire R/W PASS : =212

DesFire R/W PASS : =424
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9.1 Definitions

Draft — The document is a draft version only. The content is still under
internal review and subject to formal approval, which may result in
modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included herein and shall have no liability for the consequences
of use of such information.

9.2 Disclaimers

Limited warranty and liability — Information in this document is believed to
be accurate and reliable. However, NXP Semiconductors does not give any
representations or warranties, expressed or implied, as to the accuracy or
completeness of such information and shall have no liability for the
consequences of use of such information.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to make
changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors accepts no liability for inclusion and/or use of
NXP Semiconductors products in such equipment or applications and
therefore such inclusion and/or use is at the customer’s own risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their applications
and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default in the
customer’s applications or products, or the application or use by customer’s
third party customer(s). Customer is responsible for doing all necessary
testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications and
the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.

UM10883

User manual
COMPANY PUBLIC

All information provided in this document is subject to legal disclaimers.

Rev. 1.2 — 16 February 2017
319812

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Evaluation products — This product is provided on an “as is” and “with all
faults” basis for evaluation purposes only. NXP Semiconductors, its affiliates
and their suppliers expressly disclaim all warranties, whether express,
implied or statutory, including but not limited to the implied warranties of non-
infringement, merchantability and fitness for a particular purpose. The entire
risk as to the quality, or arising out of the use or performance, of this product
remains with customer.

In no event shall NXP Semiconductors, its affiliates or their suppliers be
liable to customer for any special, indirect, consequential, punitive or
incidental damages (including without limitation damages for loss of
business, business interruption, loss of use, loss of data or information, and
the like) arising out the use of or inability to use the product, whether or not
based on tort (including negligence), strict liability, breach of contract, breach
of warranty or any other theory, even if advised of the possibility of such
damages.

Notwithstanding any damages that customer might incur for any reason
whatsoever (including without limitation, all damages referenced above and
all direct or general damages), the entire liability of NXP Semiconductors, its
affiliates and their suppliers and customer’s exclusive remedy for all of the
foregoing shall be limited to actual damages incurred by customer based on
reasonable reliance up to the greater of the amount actually paid by
customer for the product or five dollars (US$5.00). The foregoing limitations,
exclusions and disclaimers shall apply to the maximum extent permitted by
applicable law, even if any remedy fails of its essential purpose.

9.3 Licenses

Purchase of NXP ICs with NFC technology

Purchase of an NXP Semiconductors IC that complies with one of the Near
Field Communication (NFC) standards ISO/IEC 18092 and ISO/IEC 21481
does not convey an implied license under any patent right infringed by
implementation of any of those standards. Purchase of NXP
Semiconductors IC does not include a license to any NXP patent (or other
IP right) covering combinations of those products with other products,
whether hardware or software.

Purchase of NXP ICs with ISO 14443 type B functionality

. This NXP Semiconductors IC is ISO/IEC 14443 Type
B software enabled and is licensed under Innovatron’s
r Contactless Card patents license for ISO/IEC 14443
B.

The license includes the right to use the IC in systems
and/or end-user equipment.

RATP/Innovatron
Technology

9.4 Trademarks

Notice: All referenced brands, product names, service names and
trademarks are property of their respective owners.

MIFARE — is a trademark of NXP B.V.

MIFARE Ultralight — is a trademark of NXP B.V.
DESFire — is a trademark of NXP B.V.
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